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MONEY ADVICE & FUNDING PRIVACY NOTICE
The University of Bristol (“The University”) is committed to protecting your personal data and for keeping you informed about how information about you is used. 
This notice outlines how the Money Advice & Funding service process your personal data in accordance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. 
This notice should be read in conjunction with the University’s top level privacy notices.   
Types of personal data processed 
In order to operate our service we need to process the following types of data about you (non-exhaustive): 
· Contact information, including your phone number and email address 
· Financial information, including your bank account details and bank statements  
· Personal identifiers, including name, age, date of birth and student number 
· Information relating to your eligibility for specific funding schemes, such as secondary school type, educational records and information relating to your Visa
· Any other information disclosed and discussed during advice sessions 
We also need to process the following special categories of data: 
· health data, including information relating to disabilities 
· racial or ethnic origin
· religious or philosophical beliefs
How we collect your data and how we use it 
The information we process about you is collected from a number of sources. Including (but not limited to): 
· Directly from you when you interact with our services, attend an advice session or when you apply for funding 
· From existing University data sources, including our student record systems 
· From external sources, including the Student Loan Company and the University’s Students’ Union
The above information is processed in order for the Money Advice & Funding service to provide you with advice and guidance on financial matters and to asses and administer student funding, including hardship funds, bursaries, and scholarships.
The special categories of data listed above are also necessary to process in order to assess your suitability for funding schemes.  
We will use your contact information should we need to discuss any matters with you. 
Information relating to you may be used for anonymous data reporting for legitimate business purposes. This information may be shared externally where necessary. 
We will not use your personal data for automated decision making about you or for profiling purposes.
We will process your personal data either in ways you have consented to, or because it is otherwise necessary for a lawful purpose. 
The lawful basis for us to process your personal data for the above purposes is primarily UK GDPR Article 6(1)(b) Contract: the processing is necessary for a contract we have with your, or because you have asked us to take steps before entering a contract. 
The special category data as listed above, specifically that relating to health data and racial/ethnic origin is being processed for the above purposes under the following additional lawful basis:
· UK GDPR Article 9(2)(g) Reasons of substantial public interest
Sharing your personal data 
Your personal data will be collected and processed primarily by University staff. 
We may need to share your personal data with internal parties, including Student Fees, Debt Collection, Finance, Student Wellbeing and with your School and Faculty. This information is shared only where necessary for staff to perform their duties. 
We may need to share your personal data with third parties including the Student Loan Company, scheme funders, the Home Office and the US Department of Education. This sharing is done where necessary in order to administer specific funding schemes. 
We require all third parties to respect the security of your personal data and to treat it in accordance with the law. We do not allow third party service providers to use your personal data for their own purposes, we only permit them to process your personal data for specified purposes and in accordance with our instructions. 
Please note that we may need to share your personal information with a regulator or to otherwise comply with the law, and the list above is not necessarily exhaustive.
Storage and retention of personal data 
The University has put in place appropriate technical and organisational security measures to prevent your personal data from being accidentally lost or used, accessed, altered or disclosed in any unauthorised way. 
Access to your personal data is limited to those that have a lawful and legitimate ned to access it. 
The information that the service is responsible for is stored on Microsoft SharePoint, OneDrive and shared network drives. This information is stored in line with the University’s Information Security requirements. 
All data that we process about you is stored within the UK and EEA. However, please note, some data shared about you with external third parties will be sent and transferred outside of the UK/EEA. This includes data that is shared with US Department of Education. 
We will only retain your personal data for as long as necessary to fulfil the purposes we collected it for, including for the purposes of satisfying any legal, accounting, or reporting requirements.
We will keep your personal data according to the University’s Records Retention Schedule, holding it for 6 years following graduation or your departure from the University. 
Your rights 
Under certain circumstances, you may have the following rights in relation to the data we process: 
· Right to request access to your personal data;
· Right to request correction of your personal data;
· Right to request erasure of your personal data;
· Right to object to processing of your personal data;
· Right to request restriction of the processing your personal data;
· Right to request the transfer of your personal data; and
· Right to withdraw consent.
For more information on these rights please visit the University’s guidance here. To exercise any of the above rights please contact the Data Protection Officer via data-protection@bristol.ac.uk 
Questions, comments and complaints 
If you have any questions or comments regarding this Privacy Notice, please contact: student-funding@bristol.ac.uk. 

You can also contact the University’s Data Protection Officer at: data-protection@bristol.ac.uk. 

You can contact the Information Commissioner’s Office (ICO) if you’re unhappy with how we’ve handled your data.
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