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Dynamic Optical Networking for the Metro/Edge
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Dynamic QKD networking

 Compatibility with classical optical networks
Allow co-existence of classical-quantum channels

* Fit dynamic networking scenarios
Overcome physical transmission and switching limitations

Enablers:
J Shorter Reach (<20km) + Low loss OXC (1 Advanced Management Schemes

unamplified classical channels (= no ASE)

lower power classical channels (= low crosstalk)

Reduced insertion losses
Negligible fiber non-linearities

SDN to decide and implement routing
Optimal Path Computation

Re-arrange wavelengths to minimize non-
linearities (FWM)
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Dynamic QKD networking

. *HPN, IEEE JLT December, 2017
Operational Advantages:
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The Q-ROADM

Challenge:

dynamic, flexible, simultaneous quantum and classical
resource allocation

Our contribution:

* Four-degree quantum- reconfigurable add/drop
multiplexer (ROADM)

* Low loss ROADM design ( < 5.3dB loss for QKD channel)
* Flexigrid classical channels routing

* Any combination of classical and quantum channels on the
same port

* Dynamically reconfigurable routing of guantum channels
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lly switched QKD Metro network
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Demo2: Fu

GOALS:
1. Demonstrate
- 4x100G (

lly meshed dynamically switched QKD Metro network

Classical-Quantum Channel Co-Existence over Mesh Network
QPSK) Unamplified Optical Channels

- 1x Quantum Ch. (IDQ CL.2)
- 2x optical switches

2. Demonstrate
- Quantum

Q-Ch. Denial of Service Mitigation over Mesh Network
Channel Rerouted over Mesh Network

- 3x optical switches

3. Demonstrate

QKD Resource Usage Optimization using dynamic QKD switching

- 2x QKD pairs 2 4x QKD links

4. Software Defi
- Monitor t
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Demo 2 Scenario

- 2 Secure Links established ~ DOS Attack and mitigation " Establish 2 new Secure links
= WTC-HPN link co-existing = WTC-NSQI

s WTeHPR hannels violate Q-Ch

. 1CS-NSQ! channels violate Q- . 1CS-HPN

=  SDN controller reroutes Q-ch

" Co-existence in WIC-HPN |~ "~ path through 3 switches
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Demo 2 - Step O

................................................................................................................................................................................................................................ StepOFlowchart

__________________________________

BVT ; . .
. P | User defines 2 Secure Links

TR sl | WTC-HPN (Co-exist)
g_| I ami | 1CS-NSQl

| | DOS Attack:
""""""""""""""""""""""""""""""""""""""""""""" Co-exist CI-Ch. Shifts w/l close

to Q-ch

\

Q-ch error msg:
Final key size=0
Secure Link 1 interrupted

Encryption
Server
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Step 0 Actual Network topology

Pasch Panied HPN-WTC

HPN

wic £ = — g?ta link 1: WTC-HPN
= Data link 2: 1CS-NSQI
= —= =N\ - @
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@ fMerm2 shell Edit

e 200G BVT SWITCH e

Module: 1 ready Ac
Laser: 191.15 THz -

196.10 THz, 6.00 GHz fine tune, independent lanes

Network Interfaces

Modulation pm-gpsk
Frequency 192.95 THz, Channel 37
Current BER 1.482e-88
TX/RX Power 8.99dBm/-21.38dBm
Encoding differential
Alignment TX & RX
Grid Spacing S@ghz
FEC Mode 15%
Uncorrectable FEC Errs 2158691
TX/RX Turn-up power_adjusted/locked

pm-gpsk

193.00 THz, Channel 38
6.914e-08
8.99dBm/-21.17dBm
differential

TX & RX

S8ghz

15%

721973
power_adjusted/locked

Module: 2 ready Acacia Comm Inc. AC400-004-29@ S/N:165156077 47.25C 11.91V

Laser: 191.15 THz -

196.10 THz, 6.8@ GHz fine tune, independent lanes

Network Interfaces

Modulation pm-qpsk
Frequency 192.85 THz, Channel 35
Current BER 1.646e-09
TX/RX Power 8.99dBm/-21.37dBm
Encoding differential
Alignment TX & RX
Grid Spacing Seghz
FEC Mode 15%
Uncorrectable FEC Errs 274049
TX/RX Turn-up power_adjusted/locked

lons: PolatisOXC

EEQRORE
858 >

pm-qpsk

192.9@ THz, Channel 36
2.469¢-08
8.96dBm/-21.38dBm
differential

TX & RX

S@ghz
15%
1461368

Connections: Polati@iDXC

DO TE—ACS: 104/, B0 1.7+

g@8

.
Q
(2)

RESKR)

WTC DB TRANSFER

BANK ACCOUNT

ID FIRST NAME LAST NAME CREDIT CARD NUM SEC.CODE

.. 1CS DB TRANFER

ID FIRST NAME LAST NAME CREDIT CARD NUM SEC.CODE

E% University of
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INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -

INFO: LaunchProc INFO -

is out of allowed limits

INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
INFO: LaunchProc INFO -
6356

[3] @:ssh*

= HPN (

CL2 BOB1)

® % T 0xBP == Sun04s Q @ =

ice's attenuation

) . vm-=mw-gy -~ remote system..
RawKeyExchange: Number of frames Alice: 92467
RawKeyExchange: Number of frames Bob: 92466
RawKeyExchange: Number of missed frames Alice: 13
RawKeyExchange: Probability of detection #1: 0.00747055
RawKeyExchange: Probability of detection #2: 0.00749688
RawKeyExchange: Delay #1: 31715, 689
RawKeyExchange: Delay #2: 31715, 592
ThreadRawKeyExchange: 839222 states available
ThreadRawKeyExchange: 1 state buffer(s) in the queue

[SYNC MSG] ThreadRawKeyExchange:
[SYNC MSG] ThreadSiftingManager:

Running RKE

Running sifting

SiftingManager: Sifting key (839222 bits)
SiftingManager: Alice basis ratio = ©0.499951
SiftingManager: Bob bdsif g noxiDh [ (=,9,500206
SiftingManager: Alice ‘vaiue vacio ="9.5000L
SiftingManager‘: Bob WaTUE™7a<io = v.dvuicc
SiftingManager: Sifted key size: 224866 bits
SiftingManager: Sifting duration: ©@.15797 seconds
ThreadSiftingManager: 451856 bits available

[SYNC MSG] RawKeyExchange:
[SYNC MSG] RawKeyExchange:

. NsQl (CL2 BOB2) .

Setting Alice's attenuation
Waiting for remote system...

4002
Rawkeytxchange: Number ot ftrames Bob: 4001
RawKeyExchange: Number of missed frames Alice: @
RawKeyExchange: Probability of detection #1: 0.00908727
RawKeyExchange: Probability of detection #2: 0.0109395
RawKeyExchange: Delay #1: 31841, 409
RawKeyExchange: Delay #2: 31841, 403
ThreadRawKeyExchange: 42735 states available
ThreadRawKeyExchange: 1 state buffer(s) in the queue
[SYNC MSG] ThreadSiftingManager: Running sifting
SiftingManager: Sifting key (42735 bits)
SiftingManager: Alice basis ratio = 0.500215
SiftingManager: Bob basis ratio = 0.497016
SiftingManager: Alice value ratio = 0.499999
SiftingManager: Bob value ratio = ©.497555
SiftingManager: Sifted key size: 11707 bits
SiftingManager: Sifting duration: 0.00703706 seconds
ThreadSiftingManager: 574769 bits available

[SYNC MSG] LineMeasurement: Setting Alice's attenuation
LineMeasurement: Probability of detections (target): 0.14

"rack3.cgp” 20:43 01-Sep-19
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Demo 2 Step 1

Encryption
Server

Encryption
Server

NSsQl

Encryption i

S” '1 HE Server
iCLzsz CL3B

___________________________________
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Phase 1 Flowchart:

SDN controller detects Attack
(msg: Final Key Size=0)

¥

SDN Controller defines Q-ch
rerouting through NSQI-HPN
CI-Ch remains unaffetced

¥

SDN Controller Switches
OXC1/OXC3—> establish WTC-
NSQI for Q-ch
OXC3/0OXC4 - establish NSQI-
HPN for Q-ch

Key Points:
Secure Link 1 re-established
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Step 1 Actual Network topology

C Data link 1: WTC-HPN
) wrc Q1: WTC-NSQI-HPN
Ah!lzgg Data link 2: 1CS-NSQl
_, Q2
Encryption =HPN
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@ iTerm2 Shell Edit View Ses D » F ws@P == sun2087 Q @ =

ass '*"""" NSQI OXC N — WTC DB TRANSFER ~— 1wro: taunchproc e - e HPN (CL2 BOB1) iR: 0.0185193

INFO: LaunchProc INFO - Erv_ __  _____"_______ —_y (904216 bits)

=

«r3 e ID FIRST NAME LAST NAME CREDIT CARD NUM  SEC.CODE BANK ACCOUNT PASSWORD INFO: LaunchProc INFO - [SYNC MSG] RawKeyExChange Setting Alice's attenuation
”:;!u ;;an """""""""""""""""""""""""""""""""""""""""""""""""""""" INFO: LaunchProc INFO - ErrorCorrectionCascade: Bits processed: 901120
"nj:g Eggg'” INFO: LaunchProc INFO - ErrorCorrectionCascade: Skipped bits: 3096

1o Jpe 211 Jpm INFO: LaunchProc INFO - ErrorCorrectionCascade: Nbr of error corrected: 21692
gan INFO: LaunchProc INFO - ErrorCorrectionCascade: QBER: 0.0240723
. (22 —ic INFO: LaunchProc INFO - ErrorCorrectionCascade: Nbr of communications: 4167
INFO: LaunchProc INFO - ErrorCorrectionCascade: Nbr of bits disclosed: 206582
m = o INFO: LaunchProc INFO - ErrorCorrectionCascade: duration: 1.00991 s
gy B econds
1 g INFO: LaunchProc INFO - [SYNC MSG] ThreadErrorCorrection: waiting for remote syst
(37 Jrm B8 g * em...
et o em INFO: LaunchProc INFO - ThreadErrorCorrection: 901120 bits available
E):g Ensg INFO: LaunchProc INFO - [SYNC MSG] ThreadPrivacyAmplification: Running privacy am
m ;33 plification
o 8 g B8 INFO: LaunchProc INFO - PrivacyAmplification: Processing key (901120 bits)
= Esgg_; WASH ) llaunchRree W iR | - Pravacylimols ficatien:{-Gonfirmation failed! Probably one o
gm gm r more €rrors nave rniot been“corrected.
w3 = o B2 INFO: LaunchProc INFO - PrivacyAmplification: Generated @ secret bits.
o 2 = & T IN-O: LaunchProc INFO - PrivacyAmplificdation: Final key size: @
A .~““““i:::;x n— — = IN-0: LaunchProc INFO - PrivacyAmplificdtion: duration: 2.00341 seconds

INFO: LaunchProc INFO - [SYNC MSG] RawKeyExchange: Waiting for remote system...

2% polatis HPN OXC -z s

| fmmmare: 1847, &.5.1.7 {odbunr dpavr maswt petlyertatéced)

= -~ 1CS DB TRANFER | weo: Launcriroc o - e NSQI (CL2 BOB2) ™™ g
ID FIRST NAME it PASSHORD INFO: LaunchProc INFO - 94165

"""""""""""""""""""""""""""""""""""""""""""""""""""""""""" INFO: LaunchProc INFO - RawKeyExchange. Number of missed frames Alice: 1
INFO: LaunchProc INFO - RawKeyExchange: Probability of detection #1: 0.0087847
INFO: LaunchProc INFO - RawKeyExchange: Probability of detection #2: 0.0120398
INFO: LaunchProc INFO - RawKeyExchange: Delay #1: 31841, 337
INFO: LaunchProc INFO - RawKeyExchange: Delay #2: 31841, 304
INFO: LaunchProc INFO - ThreadRawKeyExchange: 1021513 states available
INFO: LaunchProc INFO - ThreadRawKeyExchange: 1 state buffer(s) in the queue
INFO: LaunchProc INFO - [SYNC MSG] ThreadSiftingManager: Running sifting

== i AR EEURTR INFO: LaunchProc INFO - SiftingManager: Sifting key (1021513 bits)
Yl Olatls WTC OXC Achleve More with Optical Swiiching INFO: LaunchProc INFO - S?ft?ngManager: Alice bgsis r‘gtio = 0.50005
s p Name: Pcimecc INFO: LaunchProc INFO - SiftingManager: Bob basis ratio = 0.499904

Sarias, Srovware: 2726, 87227

INFO: LaunchProc INFO - SiftingManager: Alice value ratio = ©.500015
painod e INFO: LaunchProc INFO - SiftingManager: Bob value ratio = 0.496585
b INFO: LaunchProc INFO - [SYNC MSG] ThreadRawKeyExchange: Running RKE

INFO: LaunchProc INFO -~ SiftingManager: Sifted key size: 279547 bits

INFO: LaunchProc INFO - SiftingManager: Sifting duration: 0.14122 seconds
INFO: LaunchProc INFO - ThreadSiftingManager: 561952 bits available

INFO: LaunchProc INFO - [SYNC MSG] RawKeyExchange: Setting Alice's attenuation
INFO: LaunchProc INFO - [SYNC MSG] RawKeyExchange: Waiting for remote system...
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Demo 2 Step 2

wTC HPN Phase 2 Flowchart:

__________________________________

Engryption el P User defines new Secure Links

SDN Controller Switches

Encryption
Server

OXC2/0XC4 - 1CS-HPN (Green)

N A ; »

SDN Controller Switches
OXC3 > WTC-NSQI (Yellow)

________________________________________________________________

Encryption !
Server |

Key Points:

;;o" 2 New Secure Links established

_________________________________________________________________
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Step 2 Actual Network topology

P r— Data link 3: WTC-NSQ
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WTC DB TRANSFER

ID FIRST NAME LAST NAME CREDIT CARD NUM SEC.CODE BANK ACCOUNT PASSWORD

_ 12.55%

.. 1CS DB TRANFER

ID FIRST NAME LAST NAME CREDIT CARD NUM SEC.CODE BANK ACCOUNT PASSWORD
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s HPN (

1) .

RawKeyExchange:
RawKeyExchkange:

Rawveysxchang:2

CL2 BOB1)

S —

D & = wxBd = = Q @

fif

ice's attenuation
.- remote system..
Number of frames Alice: 93895
Number- of ~frames -Bob: 93895
Humbar! 01 nib@d [fegaes AVich: 11

- ———ay

RawKeyExchange: Probability of detection #1: 0.00350506
RawKeyExchange: Probability of detection #2: 0.00322962
RawKeyExchange: Delay #1: 33651, 651
RawKeyExchange: Delay #2: 33651, 537
ThreadRawKeyExchange: 505208 states available
ThreadRawKeyExchange: 1 state buffer(s) in the queue

[SYNC MSG] ThreadRawKeyExchange:
[SYNC MSG] ThreadSiftingManager:

Running RKE
Running sifting

SiftingManager: Sifting key (505208 bits)
SiftingManager: Alice basis ratio = ©.499967
SiftingManager: Bob basis ratig = P5199345
SiftingManager: Alice value raidli= ) SovLL
SiftingManager: Bob value patirg==g=IS30CCT
SiftingManager: Sifted key size: 136570 bits
SiftingManager: Sifting dur-ation: ©.135212 seconds
ThreadSiftingManager: 819258 bits available

[SYNC MSG] RawKeyExchange:
[SYNC MSG] RawKeyExchange:

= NSQI (CL2 BOB2) .

Setting Alice's attenuation
Waiting for remote system...

remote system...

94084
Raw&eytxcnange Number ot trames Bob: 94083
RawKeyExchange: Number_ of missed frames_Alice: @
Ravlidy=zchanyg2) Pracabl [ty DElcetZcsiph(an: 0.00954867
RawKeyExchange: Probability of detection #2: 0.0124508
RawKeyExchange: Delay #1: 31841, 230
RawKeyExchange: Delay #2: 31841, 201
ThreadRawKeyExchange: 1050708 states available
ThreadRawKeyExchange: 1 state buffer(s) in the queue

[SYNC MSG] ThreadSiftingManager:
[SYNC MSG] ThreadRawKeyExchange:

Running sifting
Running RKE

SiftingManager: Sifting key (1050708 bits)
SiftingManager: Alice basis ratio = ©.499975
SiftingManager: Bob basis ratio = ©0.500355
SiftingManager: Alice value g@tig =)@.459077
SiftingManager: Bob value ratvio =19.4S601L
SiftingManager‘: Sifted kcy STZET 8T TUGULTS
SiftingManager: Sifting duration: ©0.1357@3 seconds
ThreadSiftingManager: 577278 bits available

[SYNC MSG] RawKeyExchance:
[SYNC MSG] RawKeyExchance:

Setting Alice's attenuation
Waiting for remote system...
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Summary

1 First public, field-deployed QKD switched
mesh network

 Optical switch in each node

J Co-existence capabilities
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