Background
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* The action is
taken on behalf of
an ingroup, i.e., it
IS collective action

 Calling on others * The action is
to contribute to technologically
an action facilitated

* Must exist
outside existing
organisational
hierarchies

Already activists have taken advantage of a wide range of
existing technologies, from posting photos on Google reviews,
to utilising simple technological tools.

We are seeing a real diversity of tactics and actors, everyone
from cybercriminals and hacktivists, to IT professionals, and
everyday people.

New Now
,ﬂf @newnow_

B Dear website owners: if you put this little script into
your site, it will show a war awareness popup to
Russian visitors. Many official sites might be currently
blocked, but yours isn’t.

3 IS IX IhEdET

(If you don't own a website, just share this around) HERE COMES RAW DATA

- ; ) . Let’s hack for a better gov
github.com/NewNowCool/hel...

G OV RBBARSE

Russians! Your governmen tis
lying to you about Ukraine.
Innocent people and children
are being killed!

Please find & way o leam the . Elise Joshi &
truth from family, friends or from '_ I i @Flise)oshi
news outside of Russia and help .

1o stop the warl

GOOD NEWS! We've spammed Crisis Pregnancy
Centers with over 15,000 negative reviews! Please
keep using the code to help inform people that CPCs
do not actually provide abortions or abortion referrals
despite posing as abortion clinics.

o . . 7:49 PM - Jul 6, 2022 - Twitter Web App
Spam Crisis Pregnancy Centers with honest reviews.

1. Launch our anti-CPC code
i cou it et sl il you 1o sty sene Dallas Police Asked People
oty g 10 Call Out Protesters.
' : People Flooded Their App
With K-Pop Instead.

The Dallas PD's iWatch Dallas app is currently down
Run The Code "due to technical difficulties."

to click the three lines on the top left to see these option. You
must have a Google account* for this program to work. "1f you
get the error "No backends avallable”, try logging In with a
different Google account

The problem

Despite how common this type of action seems to be,
research is falling behind.

In computer science literature, inconsistent & ambiguous
threat topologies make determining when existing categories
no longer capture emerging threats difficult, and consequently
limit our ability to predict and counter actions

Similarly, in psychology, collective action researchers tend to
operate with implicit assumptions that offline actions are more
impactful than actions taken online and ignore the impact
online actions have on security.
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Research Objective:

To understand crowdsourced digital actions and the relationship
between technology, users and societal context

Research Questions:

How do technological affordances of platforms and tools used
by these groups help them organise and launch attacks?

What are the psychological motivations for taking these actions?

What security threats do they pose, now and in the future?

Next Steps

Taking an interdisciplinary approach, using psychology and
computer science as reflected in supervisory team. Applying
psychological theories of collective action can help elucidate
what forms these attacks take, and why and when they occur.
Such work can thus better inform cybersecurity research on
threat actors and attack vectors and how these may evolve.

Proposed Methodology
Repertory Grid Technique

Creation of Database

» Used OSINT search
to create database of

* Activists Interviews (N =
20) to elicit dimensions
underlying actions

31 forms of CDA * Online survey & cluster
analysis inform
dimensional typology of

CDA

Challenges

Responsible Innovation challenges: need to ensure any
proposed countermeasures are not abused and deployed
by bad actors and consider how any proposed innovations
are instead used to shape desirable futures.

Conceptual challenges: Activist or adversary, and how to
draw a distinction
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