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Abstract

This chapter addresses the current challenges of planning for research into work based mobile learning where questions arise over how to implement current ethical guidance when investigating what has proved to be not only a moving target but one that can also capture and store a wealth of information (often personal) and images. The handheld mobile device is well matched to work placement based learning for it has potential to support just in time, location and context based learning as well as communication between workplace and study base. However, it is also carried between personal and work contexts, is used spontaneously and raises questions of ownership where information captured on it is so easily shared via the internet. The discussions reported in this chapter originally arose from a seminar discussion workshop carried out at the University of Bristol in 2008 and funded by its Institute of Advanced Studies.
Introduction

This chapter raises questions for consideration by all those researching or planning to research the use of mobile devices for teaching and learning, or training, in workplaces such as hospitals, offices, factories, design centres and schools. Such workplace based personal and professional development is viewed as essential for students of many professions including medicine, law, education, catering, social care and nursing. Many other trainees are known to benefit from time spent on an industrial placement such as those offered in engineering, plumbing, computing and business degree programmes. Recording, reflecting on and reviewing of student progress during their placement off campus is easily provided for through handheld mobile devices such as Smartphones and personal digital assistants (PDAs).  However, researching such use needs careful planning with respect to a range of ethical issues.

Researchers and the trainees in work-based settings being studied continue to find using personal, mobile technologies a challenge; though now it is much less a technical challenge than one requiring institutional and cultural innovation in permissions and behaviours within these settings. In addition, we should note that the nature of research into the use of mobile learning in the workplace involves investigating the use of personal, private devices by people of a range of ages and abilities. This will immediately raise questions in researchers’ minds, as well as in the students’ tutors’, over how best to approach a potential minefield of ethical issues. These range from privacy with personal data wittingly or unwittingly stored by the student users on their ‘phones, through informed consent (especially over the use of images), ownership of and secure storage for the information they have captured and confidentiality to concerns over safety. Use of mobile devices is also associated with web 2.0 software and user generated content leading to students personally familiar with social networking applying similar standards and expectations in their professional roles.

These issues will be discussed in this chapter and ways forward suggested in order to ensure that research into the integration of mobile learning into work based education for professions such as health care, catering, engineering and teaching proceeds sensitively and responsibly.  In conclusion it presents a framework for consideration by the mobile learning community that can be used to highlight or prioritise ethical considerations before conducting research into the use of mobile devices by students in workplaces, schools and hospitals.

Why do researchers consider ethics?

Questions over ethics in research arose as a result of a number of dubious, unpleasant and, in some cases illegal, medical and psychological experiments carried out with human participants during the first half of the twentieth century. The worst cases are attributed to Nazi doctors working in concentration camps during World War II. The first code of research ethics, the Nuremberg Code, was a major outcome of the Nuremberg Trials set up to prosecute war criminals post-World War II. Since then all professions publish a code of ethical behaviours or standards that are expected of their members. The ethical codes of practice of both the American Psychological Association and the British Psychological Society have their origins in the Nuremberg code which highlighted participants’ rights to informed consent and freedom from harm. Other more recently developed professional associations relevant to mobile learning research such as the American and the British Educational Research Associations have also developed similar codes that focus on ensuring that no detriment occurs to participants as a result of their participation in research. However, ethical concerns relevant to investigating mobile learning in the workplace also include those arising from the field of computing research. The Association for Computing Machinery, the world’s largest educational and scientific computing society has a Code of Ethics and Professional Conduct that centres on general moral imperatives such as honesty, fairness, well being of others and respect for property including intellectual property as well as avoiding harm. 

Mason (1986) proposed four ethical concerns as being specific to the Information Age:

· privacy - which information can be withheld and which cannot, under what conditions and with what safeguards;

· accuracy - the authenticity, and fidelity of stored information;

· ownership - both of the information and the channels through which it is transmitted 

· accessibility - what information does a person or an organization have a right or a privilege to obtain, under what conditions and with what safeguards? 

This led to an early emphasis on issues of ownership and accuracy which was maintained by Anderson and Blackwood (2004) who were the first researchers to publish on the debate on ethics of the use of mobile technologies in education. Their interests focused on legal and privacy issues relevant to college and higher education (HE) such as ownership and copyright of material stored on mobile devices. However, this is also particular issue for workplace mobile learning research where learners or trainees have access to sensitive material that companies do not allow to go ‘beyond their gates’. Anderson’s (2005) second paper on privacy issues further develops the implications of researchers tracking participants’ personal use of mobile devices enabling access to their personal information, but neither paper considers the use of mobile phone cameras. Nor do they address issues associated with the need to capture evidence of learning during a college or HE student’s work based learning placement for later assessment.
Why is researching workplace based mobile learning a special case?

Sharples (2007) helpfully identified a number of issues in identifying the most appropriate research methods to consider when developing investigations into workplace based mobile learning. The first and most obvious is that the learners are mobile. The researcher aiming to study how they learn in different locations will be tracking them across a range of locations that vary: from home or recreation to work and including travelling between these and from real to virtual environments. Each location will have an associated socio-cultural context that includes the formal and informal social and professional codes that govern the way learners use (and feel comfortable about using) mobile devices. Other challenges for the researcher are: that learning may well be distributed; mobile devices are communication tools leading to the probability of having multiple participants in several different locations. Also it may involve a variety of personal and institutional technologies giving researchers opportunities to access to informal and personal learning activities as well as to formal, work-based tasks. Burden et al (see chapter XXX? In this book) add spontaneity to this list, pointing out that it is important to professional mobile learning for it brings authenticity to mobile learning episodes. How is a researcher to capture this?
Nor is it easy researching at the ’leading edge’ of a technological innovation. Researchers investigating the use of PDAs in workplace settings such as those in the ALPS (Assessment & Learning in Practice Settings) project with trainee midwives (Dearnley, Haigh and Fairhall, 2008) or with trainee teachers (Wishart, McFarlane and Ramsden, 2007) have found trainees reluctant to even bring the mobile device to work for fear that it would be socially unacceptable or cause disruption. In a study of trainee teaching assistants loaned PDAs, concerns over possible loss of the expensive devices or even becoming a possible target for thieves were reported by Nikoi and Edirisingha (2008).
Ethical questions pertinent to the special nature of mobile learning were first presented to the mobile learning research community by Traxler and Bridges (2004). They offered an outline for ethical mobile learning research that highlights three areas: informed consent, confidentiality and differentials in power between researcher and researched associated with age and class. The issue of informed consent was highlighted in the UK when the Cityware project at the University of Bath (O’Neill et al, 2006) hit the news under the banner headline. “Bluetooth Big Brother uses mobiles and laptops to track thousands of Britons”. It is difficult for researchers asking for consent to be clear about how much participants really understand about the capabilities of their mobile devices.  Traxler and Bridges (ibid) also highlight privacy with reference to researchers’ access to system data logs that record learners’ activity and location. Confidentiality, linked then by Traxler and Bridges to how difficult it is to ensure in cyberspace as technical systems are complex and leaky, has also become big news in the UK today as portable, media storage devices such as mobile phones and USB memory sticks, containing data from the workplace are regularly being reported lost or stolen. Privacy and confidentiality are also at the forefront of workplace managers’ concerns as will be discussed later with respect to students using mobile devices to support their training. Vavoula (2009) also highlights the personal, private nature of mobile learning alongside the elusivity of mobile learning outcomes as particular issues for researchers aiming to establish ethical procedures. She notes that researchers are likely to be uncertain of what will constitute the mobile learning experience and then asks (p.345) “how accurately can they inform the participants of what data is sought and why?”.
Current ethical guidance on researching learning

In his report on the big issue of defining mobile learning, Winters (2006) concluded that the ethical dimension is critically important to researching mobile learning and is becoming even more relevant as society moves towards a world where ubiquitous technology is ever present.
All academic researchers in training and education are made aware of the importance of this ethical dimension as part of their own professional training. Professional associations too regularly review their codes of ethical conduct. The British Educational Research Association (BERA) revised their guidelines for educational research most recently, in 2004 (BERA, 2004) in order to recognise the diversity of the association members’ research and their ethical concerns. This resulted in a 13 page document centred on the principle that all educational research should be conducted with an ethic of respect for the person, knowledge, democratic values, the quality of educational research and academic freedom. The guidelines are laid out by considering issues of responsibility; firstly to participants and subsequently to sponsors of research and the community of educational researchers. Responsibilities to the participant include ensuring researchers are given informed consent voluntarily, that they consider the pros and cons of deception carefully, offer participants the right to withdraw, taking particular care with children and vulnerable young people or adults, incentives and possible detriment arising from participation in research and issues of privacy and disclosure of the results.  It is intended that the Council of the British Educational Research Association will continuously update the guidelines to ensure that, as circumstances change, the Association provides the most up to date support for its members. With similar intentions the published Ethical Standards of the American Educational Research association (AERA, 2000) currently forming a 12 page document were revised in 1996 and in 2000. 

Wali (2007) exemplifies this guidance in her study of where and how students used portable laptops. She described how addressing these ethical challenges and concerns can become a lengthy process when she presented her research in a workshop run by the Centre for Work Based Learning at the Institute of Education, London, UK. First, it was necessary to gain students’ informed consent to install system monitoring software in their laptops to gather data about their use of the laptops before actually installing the software. Students also had to be notified of the reason for such recording, the range of uses to be made of its outcomes and their agreement sought on releasing the outcome into different kinds of public domain. Second, students’ informed consent to be observed in formal and informal settings had to be obtained. Third, students’ anonymity and privacy had to be ensured by removing students’ identification from the data, especially the log files, once collected and ensuring that the collected data is not accessible to anyone other than the researcher. The students’ main concern was their privacy and anonymity. Further ethical and practical challenges included: getting the different universities involved to agree permission to observe students in informal settings and to installing system-monitoring software on students’ laptops. The universities were also concerned about confidentiality and students’ privacy. Also some technical problems were encountered as a result of conflicts between the security software installed on students’ laptops and the system monitoring software. 

The challenge of employing current guidance

However, a different perspective arises when we consider mobile learning in the workplace, what about the employing company’s rights to privacy and confidentiality? Where the workplace involves vulnerable people such as patients in hospital and young children they too have rights to privacy and confidentiality and to be fully informed before they give consent to being involved in research. Yet it is in those very same workplaces that mobile devices are proving useful in supporting trainees with both learning and assessment. Recent examples include teacher trainees working with children and young people (Wishart, 2006), apprentice bakers (Chan, 2006), plumbers (Savill-Smith and Douch, 2009), nursing students (Treadwell, 2005) other trainees within healthcare settings (Taylor et al, 2007) and students in leisure and tourism (Oliver, 2005). All of these needed to be able to capture images and sometimes video of competences and skills whilst on placement. Many teachers and lecturers are also mobile learning researchers. 

For example, the Personal Inquiry project (Sharples, 2007, 2009) illustrates well the range of ethical issues that need to be addressed before researching in schools. This project was set up to investigate the use of mobile devices, in this case netbooks, that can easily be carried between formal and informal settings to support inquiry science learning. Semi-structured investigations to be carried out by 11-14 year old pupils were introduced and planned in school but were conducted outside school, in the home and in science centres. General ethical principles considered by the research team included:
· employing a participatory design where participants (pupils and teachers) were active in the design and evaluation of the project;

· all participants were willing volunteers and kept fully informed of the purpose of the project;
· permissions were to be obtained from all the children, their teachers and parents;
· studies in the home will be with the signed informed consent of all target children and their parents ;
· other children in the family will be asked for their assent;
· project staff subject to enhanced Criminal Records Bureau (CRB) checks;
· researchers will not go unaccompanied into homes;
· all data will be anonymised and kept confidential and
· participants and their schools will not be identified in publications or presentations (unless they wish to be)

Though, in the event, the way the data was collected had to be modified due to communication difficulties in obtaining consent from some disengaged families. Other issues specific to the mobile learning nature of the project included those related to monitoring opportunities and to ownership of data, privacy and copyright. Those relevant to monitoring opportunities included: 

· Children will be using the technology as part of their curriculum work, so teachers should be able to monitor the online activities as they occur and to inspect all the collected data;
· Children will be fully informed about how their learning activities outside the classroom may be monitored by teachers and researchers and
· Children will be able to decide where and when to collect data 

It was decided that the system would not continuously monitor movement and activity, but will be set up to only log actions and data explicitly entered by the children. 

Those relevant to ownership of data, privacy, and copyright included that:
· All data collected will be subject to the provisions of the UK Data Protection Act 1998, in particular Section 33 of the Act relating to data collected for the purposes of research;
· Material captured or created by the children will be subject to normal standards of copyright and fair use, and inappropriate material will be deleted;
· Authors of teaching materials and field data will retain copyright and moral rights of authorship over their material and
· A condition of participation will be that the project has rights to publish the material for academic and educational purposes (either crediting the authors or anonymising the material where appropriate and by agreement).

Obtaining permission for research on using mobile devices to support learning in health care workplaces has also been particularly difficult in England. Projects need to be cleared by the research ethics committees of both the researchers’ home institution and the primary care trust(s) where the mobile learners will be working. Most individual trusts, exemplified here by the West Sussex Hospitals Trust, maintain concerns especially with respect to the ability to take photographs with mobile phones. 

“The patients’ confidentiality, dignity, privacy and protection of data is paramount. Only officially authorised Trust equipment, for a direct legitimate clinical reason, will be used to record, store and communicate electronic images. The use of any other mobile technology, for the purpose of taking photographs is prohibited throughout the Hospital”

(West Sussex Hospitals Trust, 2006)

Yet, once permissions are arranged, as in the ALPS Centre for Excellence in Teaching and Learning (CETL) pilot run at Leeds Metropolitan University (Taylor et al, 2007), the use of mobile phones to photograph patient care to evidence dietetics and physiotherapy students’ learning proved successful. Benefits of using a mobile device to send images and text to Mediaboard (a web-based multimedia message board) in order to create a learning log included better access to and recording of information, greater tutor and peer support and ICT skills development. 
The ALPS projects also highlight the importance of researcher sensitivity to the workplace culture. Sandars and Dearnley (2009) noted several incidents in which students were reprimanded by clinical staff, including assessors, whilst legitimately using their devices for data entry in clinical settings. Patients too, apparently reported their nurses for ‘texting’ whilst on duty. This was related to the perception that using mobile technology was ‘play not work’.  However, in an alternative setting such as that enjoyed by trainee plumbers, Savill-Smith and Douch (2009) report acceptability and even interest in video resources on trainees’ iPods from experienced plumbers who would have laughed at a trainee bringing a book to the work site.
What are the key ethical issues for researchers in mobile learning?

The aforementioned studies researching the potential of mobile learning to support trainees and students in colleges, schools and hospitals are testing the current guidance especially with respect to the use of images and informed consent. In order to ease the path to researching the use of mobile devices to support learning and training in a wider range of workplaces we need ready answers to researchers’ questions such as the following that have already arisen in discussion with the author and colleagues:

· What if I see inappropriate images on a students’ mobile phone?

· How do I set up a study on handhelds in a college where the use of mobile devices is banned?

· Can I keep photos of a patient’s cuts and bruises taken on a trainee nurse’s PDA for their wound care project?

· A teacher trainee has sent in video of his pupils as evidence of teaching through role play – can I show it to others?

· Am I sure that the use of mobile phones with young people is actually safe?

It was decided to consult more widely over these concerns and a discussion workshop on ethical issues affecting mobile learning was set up to invite the members of the international research network ‘Adding a Mobile Dimension to Teaching & Learning’
 to debate these issues and recommend ways forward.  A discussion workshop is a recognised method of collaborative knowledge construction through discussion and debate amongst peers or experts. The ‘Adding a Mobile Dimension to Teaching & Learning’ research network focuses on handheld technologies such as PDAs, Smartphones, mobile phones, play stations and MP3 Players and how they can support teaching and learning. Its members include internationally respected researchers and practitioners in mobile learning.  The network has run interdisciplinary workshops funded by the Institute of Advanced Studies at the University of Bristol since April 2006. The network itself has grown to over 100 individuals and each workshop has been attended by 12 to 24 members.  Whilst the number of members of a particular discussion workshop is not large enough to be a representative sample of the entire population; the findings from the group debates are agreed amongst the workshop participants whose expertise and experience ensure conclusions are reliable and valid.

The workshop on ethical issues affecting mobile learning took place in June 2008 and participants recruited through advertisement to the IAS ‘Adding a Mobile Dimension to Teaching and Learning’ research network. Therefore participation was voluntary and participants were fully informed as to the purposes of the workshop. In order to facilitate knowledge construction the workshop was designed to promote discussion and engage both participants and presenters in active debate. Its aims were for the participants to identify the range of ethical considerations linked to mobile learning in professional workplaces through discussion and to debate whether or where current ethical codes of practice need updating. The workshop comprised a series of presentations and small group discussions followed by a plenary discussion where conclusions from the small group discussions were debated with the whole group. Outcomes included an agreed set of key ethical issues to be drawn to the attention of the mobile learning research community.
Participants concluded that there were six key issues that underpinned the ethical considerations currently arising in research into mobile learning and that those issues are particularly prevalent when researching trainees’ use of mobile devices to support learning on placement. These are shown in Figure 1 below. 
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Figure 1. Key ethical issues in workplace based mobile learning

Codes of conduct

The first key issue was the presence of a multiplicity of published professional codes of conduct. Both researchers and practitioners look to their relevant professional code of ethical conduct for guidance. A number of these codes were known to the group. Some examples are: 

· BERA (2004) Revised Ethical Guidelines for Educational Research - just over 4000 words

· AERA (2000) Ethical Standards of the American Educational Research Association - 3,400 words

· ACM (1992) Code of Ethics and Professional Conduct - 3000 words

· BCS (2006) Code of Conduct for British Computer Society Members - 1,400 words

In addition where the workplace involves children, young people or vulnerable adults, as is the case for schools and healthcare settings, anyone researching learning or training must learn about the relevant practitioner’s duty of care. For example, a teacher’s duty of care to underage pupils is to meet the standard of care that can be expected of a competent professional, acting within the constraints of the circumstances (NUT, undated). This duty of care does not derive from legislation, but it is has been upheld in the English courts as a duty which has derived from laws established through common use and case law precedents and is sometimes referred to as ‘in loco parentis’ ie a teacher should act as a prudent parent would. Researchers investigating mobile learning in schools and healthcare settings will need to plan how this duty of care may be included in their investigations. For instance, Jonker and Wijers (2009) reported how they had programmed the route back to school into their location based game Mobile Math played by secondary school children on the streets of Amsterdam.  
Researchers and practitioners do their best to comply with the abovementioned standards and codes as exemplified earlier in the discussion of ethical issues considered by Wali (2007) and Sharples (2007). However, even though the professions strive to keep them up to date as mentioned earlier in this chapter, new mobile technologies that seamlessly mix personal and work based information are not directly addressed by these codes. Additionally a researcher needs not only to be mindful of their own code but also that for the workplace where research is planned to take place. 
Informed consent

The issue of informed consent, the second key issue arising from the workshop and one mentioned in most professional ethical codes, is a particular example. Researchers in mobile learning are finding that their participants are often unaware of the entire range of functions of their mobile devices and/or the details of the information that their mobile device records and which can be unintentionally shared with a researcher. These include information as to their location as well as personal notes and images. 

Functions that are not understood well by many mobile device users include browsers that store Internet histories and Bluetooth. Dr Vassilis Kostakos, research associate on the Cityware project at the University of Bath, said: “The really nice thing about Bluetooth is that when you are walking down the street, although you are not talking to anyone, your Bluetooth device can be talking to other devices.” (Kostakos, 2007) Not everyone in the locality being observed agreed with him that being recorded for the research project as a result of leaving Bluetooth set to ‘discoverable’ was “really nice”.  In another project, also based in Bath, researchers working with young teenagers investigating the use of mobile devices with GPS to record traffic pollution had not anticipated the level of detail they would obtain about where children lived (Woodgate, 2008). 
Personal information

Greater sharing of personal information between home and school is reported to be a positive feature of the use of mobile devices in schools (McFarlane et al, 2008) however, a few teachers have been surprised by items left on the children’s PDAs by their parents. New social codes that have arrived with social networking sites such as Facebook, MySpace, Bebo and Flickr and the popularity of blogging indicate that considerable numbers of people are becoming less concerned about sharing personal information than in previous years. However, Traxler (2005) reminds us of the need for employers (and consequently researchers in the workplace) to take care with off the shelf synchronisation software which may automatically copy personal information inappropriate to the workplace from a mobile device onto an office PC. Another example of the automatic provision of personal information is that of repairmen and delivery van drivers who now carry GPS enabled handhelds running applications specific to their work. Their routes to and from jobs including any breaks can now be both timed and tracked.
Ownership, user generated content and images
The fourth key issue was device ownership with particular reference to trainees or students using mobile devices on long term loan or acquired through schemes that part-fund purchase over time such as those being deployed in some UK schools and further education colleges. If the device user does not fully own the device questions arise over who is responsible for the data stored on that device. Also who owns the rights to the images taken by a trainee with a mobile device in the workplace, the employer, the training institution or the trainee themselves? The ease of taking and publishing images with mobile devices was highlighted as another key issue and is clearly one of the most important concerns with respect to training in the workplace. Many employing institutions have actually banned camera phones from the workplace because of concerns over possible breaches of confidentiality whether accidental or deliberate. This is a particular challenge in healthcare and school based settings (West Sussex Hospitals Trust, 2006, Wishart, 2005) where trainees could use mobile devices to record notes and images to support later revision and reflective practice but the current socio-cultural climate and concerns over storage and protection of images leaving the workplace prevail. It is interesting to note that searching the image sharing website Flickr in January 2010 with the phrase “my teacher” returned 12,962 images. Not all of these are taken in school but many are. This upswing in user generated content (another key issue) for the wide range of social networking sites provides a ready publishing outlet, not only for images, but also for personal data.

Data protection

The final key issue noted was data protection. Small mobile devices often containing important personal data and/or records of activity on behalf of an employer are regularly lost or stolen. Though there are ways to protect lost information, such as those used by the ALPS projects (Campbell, 2009) which include encrypting data on the device and memory card. Also if a trainee’s device is not in use for a short while it will lock, and any lost devices can be locked remotely. However, such data may well also be uploaded by a diligent trainee or employee onto a home computer – we need to consider who is responsible for keeping it safe? Where data acquired by means of a mobile device is to be assessed for a trainee’s qualification or a child’s progress in school it needs to be held safely. But by whom and for how long? What happens when the storage system becomes full? The UK Data Protection Act (Great Britain, 1998) clarifies a number of terms, makes provision for data subjects and data users but doesn’t really address these issues, only suggesting in Section 33 that exemptions on storing data for research only apply if the data are not processed in such a way that substantial distress is, or is likely to be, caused to any data subject. 

New tensions

As a result of the various debates and discussions during the workshop on ethical issues affecting mobile learning the participants concluded that there is currently a tension developing between our current legal and professional codes and new multi-cultural, multi-generational social codes. This led them to question whether professionals engaged in mobile learning should continue to closely and unquestioningly follow current ethical guidance for researchers and for the workplace being researched that results in comprehensive but complex detailed consent forms and guidelines. It may be better and less time consuming to address ethical concerns by working from the original ethical principles rather than from formal codes such as BERA, AERA and BCS which will have to be updated now and regularly for the foreseeable future to take into account issues such as those discussed earlier in this paper.  This would also enable researchers to deal more confidently with the changing contexts and situations that following mobile learners brings about.
Established ethical principles

Others though have shared similar concerns. Working in the then developing field of information and communication technologies in the 1940s and 50s led Norbert Wiener, now known as the founding father of Cybernetics, to consider the social and ethical impact of the coming “automatic age” (Bynum, 2005). He proposed three “great principles” of justice (Wiener, 1954) which are that:

· Justice requires freedom i.e. the liberty of each human being to develop freely the full measure of the human possibilities embodied in him.

· Justice requires “the equality by which what is just for A and B remains just when the positions of A and B are interchanged.” 

· Justice requires benevolence that is “a good will between man and man that knows no limits short of those of humanity itself.”

These resonate well with three of the four basic principles that are widely accepted by the biomedical community and widely used to guide moral deliberations today (Mallia, 2003). These four principles were originally described by Beauchamp and Childress (1983) in their discussion of principles of biomedical ethics. The fourth principle is non-maleficience which gives us:

· Beneficience (doing good);

· Non-maleficience (avoiding harm);

· Autonomy (respecting choice) and

· Justice (equality of access to resource)

In addition, where their workplace involves those less able to look out for themselves such as in medical or educational contexts responsible adults such as doctors, nurses and teachers have a duty of care.
Introducing a framework for considering ethics associated with researching work based mobile learning 

It is clear that researchers are currently facing challenges in applying the current ethical guidance from multiple codes of conduct designed for particular, mostly static contexts in their investigations of mobile participants at work in a range of locations. The focus on key ethical issues for researching work based mobile learning combined with a return to the fundamental principles underpinning ethical behaviour resulting from the ‘Adding a Mobile Dimension to Teaching and Learning’ network’s discussion workshop may be a more helpful way forward for the mobile learning research community. Therefore, the following framework, see Table I, was drawn up to aid researchers in planning for ethical considerations. Each cell in the table where a key ethical issue intersects with an underpinning ethical principle becomes an opportunity for reflection as to what is current practice and what is good practice. Codes of conduct have been omitted from the original list of key ethical issues as it is suggested that the framework is used to generate discussion amongst researchers before checking the appropriate code in order to more freely suggest the range of issues to be addressed. In this way, the relationship between acting in an ethical manner and the codes of conduct could be strengthened as the codes seem to be a product that results from discursive communication and negotiation between the participants and the researchers. 
Table I. Framework for prioritising ethical issues for consideration before engaging in research into work based mobile learning.

	
	Do good
	Avoid harm
	Respect user choice
	Share resources fairly

	Personal information and images
	
	
	
	

	Informed consent
	
	
	
	

	Ownership
	
	
	
	

	Data storage and protection
	
	
	
	

	User generated content
	
	
	
	


Not all intersections will give rise to relevant concerns depending on the situation under consideration and in some instances it will be hard to balance principles. For example with using mobile devices to capture and share images ‘avoid harm’ may conflict with ‘respect user choice’ however, the act of considering the ethical issues involved will alert the researcher or educator to the need to come to an agreement with participants or students respectively with respect to that key issue. Such negotiation between the learners, their trainers or tutors and researchers in discussion about ethical issues will be ongoing; the initial moment of intrinsic reflection about ethical issues supported by this framework can only be a starting point. 
The following scenario is presented in order to exemplify the framework’s potential.

A researcher seeks to evaluate how a web enabled mobile phone containing a camera and an integral pico-projector that can display video, web pages, contacts etc. on a nearby surface may be used by a trainee hairdresser effectively to support their learning. 

The framework can then be used as indicated in Table II below to help suggest the questions over ethical issues that the researchers need to consider how best to manage. 

Table II. Ethical issues to be prioritised before researching trainee hairdressers’ use of pico-projection and cameras on handheld devices.

	 
	Do good
	Avoid harm
	Respect user choice
	Share resources fairly

	Personal information  and images
	What personal data would it be useful to the trainee to store on the device? How will being able to capture and share video support their training? 
	How will the researcher treat any personal information found? Will there be disruption to others in the salon?
	On discovering the information being disclosed the trainee may decide not to continue further with the project at any point
	

	Informed consent
	Is the trainee aware that any personal data/images stored by them may be seen by the researchers? Are the workplace mentors aware of the potential disruption?

What will the clients be told? How will their opinion be taken into account?
	During the project the salon manager may decide not to continue further with the project at any point
	

	Ownership
	Who will own any images/video taken in the salon?
	Are the animations/video to be shown licensed for public use? 
	Has a participatory research design been considered?
	How are the devices to be distributed?

	Data storage and protection
	Will the trainee need to store client info or images on the device? What protection/permissions need to be in place?
	
	

	User generated content
	Are trainees aware of good practice in seeking permission to publish their images/ video?
	
	If a trainee chooses not to publish their own videos, will it affect their grades?
	Can all trainees on the course access each others’ content?


This framework was piloted with a group of eight mobile learning researchers during the Education in the Wild: Contextual and location based learning in action workshop at Stellar’s (the EU Network of Excellence) Alpine Rendez-Vous (Wishart, 2009). It became quickly clear that ‘sharing resources fairly’ was less helpful a principle except in consideration of ownership and where user generated content or resources could be shared with the community. The most frequently considered principle was ‘avoiding harm’ with 16 of the 35 comments whereas the consideration amongst the group of key issues was much more evenly spread with each gaining between 6 and 8 comments. The most frequently completed cells, each by four participants were avoid harm:personal information and images, avoid harm:ownership and avoid harm:data storage and protection. Examples given of these were mostly focused on ensuring anonymity for participants through cropping images or removing identification from log files. However, one particular example reported, of the researcher deliberately not reporting a personal life blog that identified a participant managing two lovers, brings Sharples’ (2007) comment on deleting inappropriate data found on pupils’ netbooks in the Personal Inquiry project to mind. Both incidents raise the question of who is it who decides when something is inappropriate. The framework proved to be usable and useful, especially in forcing researchers to consider potential benefit of being engaged in research for the participants. Examples included creating location based content for others to access and engaging in personally relevant learning activities. However, participants found it difficult at times to distinguish between key issues as images are personal data and often a key part of user generated content.
Conclusions

This chapter has reviewed a wide range of ethical considerations relevant to researching workplace based mobile learning. There are six key ethical issues currently arising in researching mobile learning that challenge researchers because of the mobile and personal nature of the devices used and the way they are used across contexts and locations. These are  the prevalence of personal information  and images, the need to obtain informed consent, ownership of content on the mobile devices and sometimes the devices themselves, data storage and protection and the emphasis on user generated content. It is proposed that a return to the fundamental principles underpinning ethical behaviour may be a more helpful way forward for the mobile learning community facing challenges applying current ethical guidance than attempting to address every item in whichever code of conduct is most applicable. The framework based on fundamental principles, shown in Table I, was developed to assist researchers with this and it has been shown to have potential to support both ethical mobile learning and learning about ethics.
Lastly, one ethical issue of import that has not yet been addressed in this chapter is that of accessibility. Under the Disability Discrimination Act 1995 UK employers are required to ensure that suitable user interfaces are available for all their employees. Sandars and Dearnley (2009) reported this as an ethical concern relevant to the use of mobile technologies for work based assessment in their review of the ALPS projects. Physical disabilities, such as reduced vision or limited hand mobility, may preclude effective use of a mobile device due to the small size of the screen and keyboard. They recommend that this is explored with institutions and employers before project implementation. However, they found that dyslexic students engaged more effectively with the mobile devices than they had done with paper-based approaches. 
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