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Background 
One of the main objectives of the ‘Study to Explore the Legal & Records Management Issues 
Relating to the Concept of the Lifelong Learner Record’ (hereinafter ‘the Legal Study’)has been to 
assess the legal risks that might arise in relation to the dissemination and retention of LLR data, 
notably where data is obtained from, or supplied to, external data sources.  In the Legal Study's 
original project plan, one of the primary legal issues identified was the efficient, effective and fair 
collection, collation and use of learner data, and in particular the need for institutions using LLR 
systems to be able to conform effectively and efficiently with statutory or regulatory requirements 
for personal data retention.

In its report ‘Legal Issues that could Block the Development of a National Lifelong Learner Record 
System’ or ‘The ‘Project Killer’ Report (2004), the Legal Study indicated that LLR systems ought to 
be capable of maintaining or adding essential legal metadata, i.e. temporal or purpose metadata, 
to  indicate  restrictions  on  the  use and/or  retention  of  the  data  for  data  protection  as  well  as 
intellectual property law purposes.

One of four original workpackages of the Legal Study was a Legal Aspects of Metadata 
Workpackage, which was to have involving a report assessing the effect, over time, of the creation 
and redefinition of standardised legal metadata vocabularies, and the processes which would use 
them. This work was envisaged as being carried out with JISC projects, as well as other third 
parties, who were interested in working on developing such standardised metadata vocabularies or 
schemas for the LLR.  However, it transpired at an early stage that relatively little standards work 
or practice in the LLR area was foreseen as likely to be undertaken during the initial Study lifetime 
(July 2004 - June 2005), and this part of the Study was thus scaled back.  

While the Study has since been extended through to July 2007, it seems that those developing the 
UKLeaP and IMS ePortfolio have not, to date, seen it as a priority to introduce legal metadata to 
their specifications.  Similarly,  JISC LLR-related projects, such as those in the MLEs for Lifelong 
Learning Programme, and more recently, the Distributed E-Learning Regional Pilots, have in the 
main been similarly reluctant to address the possibility of using legal metadata within their 
proposed LLR/ePortfolio systems.  In large measure this hesitancy appears to have been due to 
the relatively low importance ascribed within individual projects to the legal implications of data 
storage and usage, and a resulting concentration on issues relating to the technical, rather than 
legal, interoperability of LLR systems.

Few, if any, JISC projects have thus been in a position to consider whether legal metadata could 
be plausibly employed to reduce the risks within LLR systems from breaches of data protection or 
intellectual property law, either by providing a structured framework for human reading and 
interpretation or, more importantly, by increasing the machine-readability, and machine 
processability, of appropriate information.  The aim of the Study's work in this area has thus been 
to clarify the importance of legal metadata, by providing paradigm cases of legal information in use, 
and then working back from these to detail how it would be convenient to represent and store that 
information.
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Introduction
The purpose of this document is to develop a simple proof-of-concept schema for legal metadata; 
to describe its use by reference to appropriate user scenarios; and to demonstrate how, and under 
what circumstances, such a schema could potentially be used. It is important to specify at the 
outset that the output of this work package is not the development of a complete or exhaustively 
tested schema. Whilst every effort has been made to ensure that the approach described here 
answers to the requirements given at the outset, this may be seen as the first stage of a 
development process that should involve all relevant stakeholders, real-world scenarios and an 
actual user community. 

Schema evaluation is a difficult process; the most appropriate schema is often not the one that 
provides the most complete or accurate representation of the concepts being modelled. Rather, it 
is the one that contains the best fit between the concepts being modelled, the stakeholders' use of 
that data, and the technical constraints of the system itself.  For that reason, a schema 
development process benefits from a number of successive iterations. 

Task / process analysis
A number of documents were used to inform this development during the initial stages. These 
included:

● Process charts presenting a number of examples of use of personal data, sensitive or 
otherwise, in various scenarios. These were developed by Andrew Charlesworth at the 
University of Bristol and Peter Rees Jones at the University of Leeds. . These effectively 
represent a task analysis, built both on knowledge of the law and on experience of current 
best-practice in the area. 

● eGMS schema specifications

● MIAP documentation

● Appropriate reading (see, for example, Carey, 2004)

Existing work on legal metadata
Metadata-based approaches to legal matters are, as of the present day, relatively rare outside of 
the area of intellectual property law, specifically copyright (Gadd et al 2004; Coyle 2005). However, 
in more general terms, there exists a large body of research relating to automated approaches to 
legal issues. The field of law was and remains of interest to researchers in the fields of artificial 
intelligence and knowledge management, with approaches ranging from logic programming to 
case-based reasoning and knowledge engineering and ontology development in the area. 
Benjamins et al.(2005) characterise the field of law as having undergone fundamental changes 
which have served to increase the complexity of the legal fields, with an increased production of 
legal rules of all types. Thus, the present-day situation is one in which there is a great deal of 
complex legal knowledge of various types, that must be stored, retrieved and structured as 
appropriate.

The approach typified in this document, however, does not attempt to fully specify a domain of law, 
instead taking a discount approach to knowledge representation. The capturing and presentation of 
appropriate metadata is designed in this instance to provide us with a method of codifying and 
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storing a small amount of contextual knowledge, with the aim of supporting the administrator's 
application of appropriate data handling, retention and deletion policies. 

For this piece of work, the e-GMS (e-Government Metadata Standard) was an important resource 
for several reasons. Firstly, the e-GMS is based around Dublin Core, itself a popular and important 
standard in the HE/FE arena. Secondly, the e-GMS is theoretically mandated across the public 
sector.

The e-GMS standard describes a way in which metadata should be structured; this particular 
standard is mandated for use in the public sector to ensure that a consistent approach is taken to 
metadata tagging. This aids in developing interoperable systems.

e-GMS contains a number of elements that appear to be tentatively defined for the purposes of 
dealing with the Data Protection Act 1998 (DPA 1998) and Freedom of Information Act 2000 (FOIA 
2000) requirements. However, the elements dealing with data protection are currently marked as 
deprecated, which is to say that those elements are considered out of date and should not be 
used.

Developing a model
Beginning from the process charts, each example was examined in order to identify the following : 
(Note: the following include functional definitions for use within the given task area)

● Entities : 
agents (people, organisations)

● Properties : 
salient attributes of objects 

● Relations :
connections: attributes between agents and/or objects

● 'Functions' – that is, active properties

3
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Schedule 2: Personal data
Personal data in this context is data that, whilst it relates to a living identifiable individual, is not 
considered to require special protection. Certain personal data categories, termed 'sensitive 
personal data' in the DPA 1998,  are explicitly afforded special protection.  Sensitive personal data 
is defined in s.2 DPA 1998 as personal data consisting of information relating to the data subject 
as to one or more of the following matters:

(a) Racial or ethnic origin

(b) Political opinions

(c) Religious beliefs or other beliefs of a similar nature

(d) Trade union membership

(e) Physical or mental health or condition

(f) Sexual life

(g) The commission or alleged commission by the data subject of any offence

(h) Any proceedings for any offence committed or alleged to have been committed by the data 
subject, the disposal of such proceedings or the sentence of any court in such proceedings. 

Personal data in general, therefore, may be loosely defined as data that relates to none of these 
issues. For a data controller to lawfully process personal data in general, at least one condition 
from Schedule 2, DPA 1998 must be met (see Appendix B).

Minimal property set
Each of the following properties apply on a per-element basis. Mapping between data element type 
and property default (for example, the sensitivity of a data element type such as name or address) 
will be discussed at a later date.

Nature of personal data This data is/is not sensitive Mandatory

Purpose for collection Grounds for collection under Schedule 2
Human-readable description
Date limit for purpose
Source of data (Agency)
Origin of data (active UID)

Mandatory
Optional
Mandatory
Mandatory
Mandatory

Notification An individual ('data subject') may exercise rights 
under Section 10 or 11 of the Data Protection Act 
1998:
Section cited
Human-readable description of notification 

Mandatory 
where 
received 

Table 1: Personal data: minimal metadata under Schedule 2 DPA 1998
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Note: Where 'Mandatory' and 'Optional' are indicated in this table, this refers either to legal or to 
operational requirements. A practical reading of this and subsequent tables should focus on the 
reason for storing each element and the potential consequences of failing to do so. In practice, 
removing optional information leaves a functional system with little human-readable information. 
Failing to store notifications (indication from an individual that they wish to exercise their rights 
under the DPA and limit storage/reuse of their personal information) has consequences for the 
appropriateness of data storage and reuse decisions.

Regarding purpose for collection: at least 1 purpose must be encoded for the data to be retained. 
However, several may be recorded. 

In regard to 'Notification'; if notification is given by the data subject under either s.10 or 11 DPA 
1998, this should be recorded and referenced in records referring to that individual. The effect of 
this on the various processes is discussed later in this report; however, it is likely to be highly 
contextual. Therefore, a full treatment cannot be given here. 

Supporting data use and reuse
The metadata set described in Table 1 is minimal, in the sense that it provides sufficient source 
material for decisions to be made for certain purposes under Schedule 2 DPA 1998. For example, 
the decision of retention of a data object can be made on the basis of the purpose for collection, 
described earlier.

Under different circumstances, the process of data use and reuse could be entirely or largely 
automated according to, for example, data type or classification. Given the consequences of 
inappropriate use of personal data, this should be approached cautiously. For this reason, we 
sketch out a simple decision caching system, and outline how it could be applied in an appropriate 
manner, rather than attempting to formally encode the various factors. This is not intended to 
entirely exclude the possibility of a more formal treatment, which – in an appropriate context – is 
entirely possible. It reflects rather on the generality of this exercise. 

The following table demonstrates a 'decision cache' for data use within an organisation that already 
holds that data – that is, the data controller. It reflects the intent that data be used only for the 
purposes for which that data is required – eg. in a manner consistent with the purpose(s) and 
ground(s) for which it was gathered.

'Cache' records are intended to encode decisions made about categories of metadata, rather than 
specific metadata instants. The architectural implications of this are briefly discussed in the 
example section.
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Recipient classification Contains a description of the role or area of work 
(see discussion, below)

Mandatory

Authority/decision-maker A point of reference for the decision encoded in this 
record

Mandatory

Decision Access accepted or declined Mandatory

Date limit for decision A date limit may be set if appropriate Optional

Description of purpose Contains a description of the intended use of the 
data

Optional (*)

Human-readable description 
of purpose

Contains a human-readable description of the 
above

Optional (*)

[*] Note: Either a description or human-readable description should be available. It may be that in practice a 
single element suffices for this information. 

Table 2: Encoding of internal access decisions

Example/discussion: encoding internal access decisions
As an example, consider the case of non-sensitive data gathered by UCAS and provided to a 
University for the purpose of student admissions. Each department has a number of individuals 
tasked with the job of managing the process of student admissions. These individuals may include: 
department secretaries, dedicated administrative staff, and departmental tutors or staff associated 
in with the interviewing and decision-making processes. There are a number of difficulties inherent 
in attempting to produce a generic description of staff roles, and a proper treatment of the problem 
would certainly begin with investigation into the handling of the process in various establishments. 

Instead, the 'recipient classification' used in this example is merely functional: we classify those 
members of staff taking part in the student admissions process according to their participation in 
the admissions process. Having agreed that these staff members will be permitted access to this 
data for that purpose, we then store that decision for future reference. In this particular case, given 
that the admissions process is expected to last for (for example) four months, we provide access 
for those members of staff for that duration. Following that date – even if the data is still retained by 
the University for other reasons – that ground for access is no longer available. Hence, the data 
will no longer be made available for that purpose. 

It is likely that in practice, a different and more rigorous choice of classification system will be 
appropriate here. However, it is not appropriate to prescribe an approach at this stage.  

Note that here also, a distinction must be made between the record that encodes the decision itself 
and any specific instances that may be required.
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Encoding external access decisions
Requirements for external access (other than data subject access) are rather different, involve 
more stakeholders and represent a relatively formal process. We identified four cases:

1. Data access requests from original data provider (eg. UCAS)

2. Data access requests from organisations closely affiliated to the original data provider (eg. 
HESA)

3. Data access requests from governmental agencies (eg. the Child Support Agency, etc)

4. Data access requests regarding third-party organisations in general 

Of these: (1) may be handled by referring back to the metadata provided in Table 1, which 
provides the origin of metadata in human – and machine – readable formats. The suggestion was 
made that the second and third could reasonably be handled by providing a method by which a 
central agency (eg. UCAS) could recommend policy in the case of related organisations and 
governmental agencies. The extent to which this would be appropriate in practice is as yet 
unverified; however, a mechanism has been suggested for this approach. This mechanism is very 
close to that used for (4) – a 'decision cache' similar to that described for the encoding of internal 
access decisions. 

Destination agency/
Agency classification

Contains a description of the agency or, where 
appropriate, agency type (see discussion of 
'recipient classification', page 6)

Mandatory

Authority/decision-maker A point of reference for the decision encoded in this 
record

Mandatory

Decision Access accepted or declined Mandatory

Date limit for decision A date limit may be set if appropriate Optional

Description of purpose Contains a description of the intended use of the 
data
Grounds: Schedule 2

Optional (*)

Human-readable description 
of purpose

Contains a human-readable description of the 
above

Optional (*)

Table 3: Encoding of external access decisions

It is perhaps worth underlining that this mechanism is envisaged for use rather as an organisational 
convenience than as an 'expert system' or other mechanism for automating decision-making. It 
does not significantly reduce the responsibility held by the decision-maker, though it does underline 
the usefulness of a central storage and retrieval mechanism for this information. 

The mechanism by which cases (2) and (3) above may be implemented, therefore, is simply the 
extension of this approach to comprehend a second cache containing substantially similar 
metadata records. This, centrally administrated, could be a useful mechanism for providing 
centralised guidance – a sort of 'FAQ'. 
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Note: Data subject rights.

Both internal and external use (processing) of personal data could potentially be 
influenced by notification from an individual (data subject) under s.10 or 11 DPA.
In implementation, care should be taken to identify and apply suitable policies for 
handling exemptions. 
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Schedule 3: Sensitive personal data

Preamble: What is sensitive personal data?
The definition of sensitive personal data is as follows. Information may be considered sensitive if it 
relates to:

(a) Racial or Ethnic Origin

(b) Political Opinions or Persuasion

(c) Religious Beliefs or other beliefs of a similar nature

(d) Trade Union Membership or Affiliation

(e) Physical or Mental Health or Condition

(f) Sexual Life

(g) Commissioned or Alleged Commission of Offences

(h) Any proceedings for any offence, committed or alleged, including any sentencing 
decisions made by the Court

For a data controller to lawfully process sensitive personal data, at least one condition from 
Schedule 2 DPA 1998, AND one condition from Schedule 3 DPA 1998 (or later secondary 
legislation e.g the Data Protection (Processing of Sensitive Personal Data) Order 2000) must be 
met (see Appendix B).

For example, a photograph may be considered sensitive personal data under (a). As is frequently 
the case in this area, whilst it is possible to map data types (ie. Name, Address) to a default, it is 
worth underlining the point that there is a certain contextuality to this set of definitions. In certain 
instances, sensitivity of data will relate not to a datatype in general but to specific sets of 
circumstances. 

In practice, relatively few modifications result from expanding our scope to include the handling of 
sensitive personal data. This does not necessarily imply that this adds few complications in 
practice – rather, it implies that complications are more likely to relate to procedure, best practice in 
areas such as data storage, handling and system auditing, than they are to relate directly to 
changes in the data model. 

9
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Minimal metadata: Sensitive personal data

Nature of personal data This data is/is not sensitive Mandatory

Purpose for collection Grounds for collection under Schedule 2
Grounds for collection under Schedule 3
Human-readable description
Date limit for purpose
Source of data (Agency)
Origin of data (active UID)

Mandatory
Mandatory
Optional
Mandatory
Mandatory
Mandatory

Notification An individual ('data subject') may exercise rights 
under Section 10 or 11 of the Data Protection 
Act(1998):
Section cited
Human-readable description of notification 

Optional 

Table 4: Sensitive personal data: minimal metadata under Schedule 2 and 3

Internal and external disclosure of sensitive personal data

Due to the fact that internal use assumes that appropriate grounds have already been identified for 
data collection – which will dictate the areas in which the data may be used – Table 2 applies 
unaltered.  The mechanism for permitted disclosure (Table 3), however, requires minor alteration. 
This reflects the fact that data collection and disclosure of sensitive personal data require grounds 
in both Schedules 2 and 3 DPA 1998.

Destination agency/
Agency classification

Contains a description of the agency or, where 
appropriate, agency type (see discussion of 
'recipient classification', page 6)

Mandatory

Authority/decision-maker A point of reference for the decision encoded in this 
record

Mandatory

Decision Access accepted or declined Mandatory

Date limit for decision A date limit may be set if appropriate Optional

Description of purpose Contains a description of the intended use of the 
data.
Grounds: both Schedule 2 and Schedule 3.

Optional (*)

Human-readable description of 
purpose

Contains a human-readable description of the 
above

Optional (*)

Table 5: Encoding of external access decisions for sensitive personal data
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Illustration 1: Metadata surrounding a personal data object
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Illustration 2: Metadata surrounding a sensitive personal data object
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Notes:
How to read Illustrations 1 and 2: these diagrams are informal - they are neither UML nor are they 
designed to contain formal class or structural information. They are designed to provide a broad 
overview of the data elements and record types involved. The use of a roughly dashed line here 
means that these elements or record types are essentially optional (ie. the basic functionality of the 
system, which is to say, data retention and culling activities, may occur regardless of these 
structures). The use of an evenly dashed line simply means that this element or structure is not 
held locally, and if available, is instead taken from an external provider. See Appendix D for brief 
UML treatment of class structure.

Record types and consistencies
Readers who examine the diagrams provided (Illus.1, Illus. 2) will note that whilst the structure as 
shown is relatively complex, there exists only a small number of substructures. 

For example, the data object used for the internal 'decision cache' is very similar to that used for 
external disclosure, with the exception that several fields are not explicitly defined. The description 
of purpose necessarily equates to the grounds, description and date limit provided in a purpose for 
collection object. 

The 'basic' record types are as follows:

13
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Internal and external decisions differ in a number of ways; however, the major distinctions are as 
follows:

● The difference between externally provided decisions (ie. DfES recommendations or 
others) and internal recommendations is that the agent responsible for the decision differs 
(in the one case it is the DfES, in another, it is the data controller) 

● For internal decisions, the description of purpose does not have to be formal, and therefore 
does not have to comprehend Schedule 2 or 3. 

● For internal decisions, the recipient is generally likely to be described in terms of their job 
description. Externally, a formal description for the agency must be used.

These structures fit together according to the following diagram:

14
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Datatype characteristics vs instance metadata
Decisions regarding internal and external disclosure, as with defaults regarding sensitivity of data, 
could be seen as a general characteristic of a class of elements (eg. 'name') rather than a 
characteristic peculiar to a given instance. This is broadly true, and a successful system could 
employ this approach. However, notifications may influence decisions in given instances, as can 
the specific context of use of a system. 

Therefore it seems appropriate to have a 'cascading' approach; a default may be set for the class 
of elements in general, but can be overridden at the instance level.

This has an impact on the granularity of a description or knowledge representation. The eGMS 
approach to the Data Protection Act states explicitly (eGMS 2006) that “There may be little point in 
capturing all of the sub-elements if the business environment means that they tend to overlap”, and 
that “Organisations using electronic document or records management systems may choose to 
use the sub-element with a broader approach than indicated, capturing the mandate details at 
class level and cascading this down through inheritance to the records below.” Hence, this 
approach is consistent with best practice as set by eGMS.

An appropriate default for a set of terms is set according to an appropriate (conservative) value. In 
general, terms inherit from the parent's permissions, unless explicitly set as exceptions to that rule.

15
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System architecture, intent and trust
It is useful at this stage to underline once again the point that the system described here does not 
ensure that data is being used in an appropriate manner. It cannot safeguard against intentional or 
malicious misuse of data. This system is no less vulnerable than any other to misapplication of 
guidelines or rules, bad choices of policy and inappropriate business practices.

However, the use of legal metadata to encode information about personal data does have many 
advantages. It can:

● Provide guidance, along with appropriate policies and guidelines

● Provide a reference point encoding best practice and current practice in the area

● Simplify the process of handling personal data, particularly the problem of identifying 
data elements for which there are no longer grounds for retention. Many organisations 
now take the stance that personal data should be retained for as short a time as 
possible. Hence, a standardised means of identifying the status of data objects is 
helpful.

● Simplify – and to some extent, automate – the practice of appropriately labelling 
personal data; the possibility of internal or externally organised audits on personal data 
retention make this a useful habit to get into on an organisational level.

Nonetheless, in the words of Bruce Schneier: security is a process, not a product. In this particular 
case, it is the process of paying attention to each link in the chain. Part of this is technical; for 
example, aside from the essential requirement for good system security – from the network to 
storage of backup tapes – there are factors such as the use of appropriate software to input data, 
thus permitting metadata to be autogenerated and placed into the system, and the use of 
conservative defaults.

 However, much of the process in this instance is social in nature; that is, it has to do with: 

● Increasing awareness of the scope and requirements of the Data Protection Act

● Providing training and appropriate support channels for staff dealing with personal 
data. 

● Evaluation of organisational requirements in the area; which processes gather personal 
data, and how is it stored?

Much of the logic underlying appropriate storage, processing and disclosure of personal data is in 
appropriate and informed decision-making. 

16
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From model to metadata
The sample model enumerates and characterises the elements involved and the structures that 
need to be represented and can therefore be considered to be the primary output of this initial 
stage. However, we felt it useful to proceed to develop a sample schema. Note that this schema is 
not considered to be definitive and should not be considered a complete or necessarily viable end-
product (see the notes in Introduction regarding schema evaluation). 

Advantages of schema creation:

● May be used for different forms of testing to a purely abstract model. 

● Permits evaluation of certain characteristics, such as similarity with existing metadata 
models

● A simple schema can easily be evaluated in the real world 

Choosing a metadata standard
As one aim of this development is sharing of expertise with current MIAP work on sharing student 
data, it makes sense initially to survey the environment in which it will be used with the intention of 
choosing a compatible metadata standard. In general, government-related projects are expected to 
make use of the e-GMS – the e-government metadata standard. E-GMS is a relative of Dublin 
Core – it is based around Dublin Core, with additional elements that do not exist within DC itself. It 
may therefore be roughly described as building on extension of Dublin Core. 

With this in mind, we are working more closely with e-GMS than with DC. There are therefore 
clear, known problems with the profile sketched out in these pages, when considered as an 
example of a DC AP, amongst them that Qualified DC elements are referenced in an inconsistent 
and oversimplified manner. Given the state of development of this draft we feel that this is an issue 
that can be dealt with at a later stage, should adherence with current DC best practices be 
required. 

Working with MIAP
MIAP makes use of XML schemas internally, compliant with the eGMS work on XML Schemas. 
With this in mind, an example provided here is encoded in an XML schema. However, practical 
implementation is not contained in the scope of this project due to severe funding and time 
limitations; therefore, any examples contained within this text may be seen as indicative, 
fragmentary and/or in the nature of a practical demonstration.

17
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Example Schema
Working from DC/e-GMS elements.

Elements

1 DPAStatus

Definition Indicates the sensitivity of a resource
Obligation Mandatory
Purpose Encodes the status of a resource in order to permit it to be processed according 

to the appropriate legislation
Notes Contains information regarding the sensitivity of a resource.  See 

DPAGroundsForCollection (Notes) for a description of the definition of Sensitive 
Personal Data. 

This is here treated as a simple boolean encoding corresponding to 'Sensitive 
Personal Data' versus 'Personal Data'.

In practice, the success of this system depends on the use of default settings 
appropriate to the context of use. Appropriate granularity is also of importance; 
for example, names are not in general classified as Sensitive Personal Data, 
whilst information regarding disabilities typically are. 

This term is closely related to eGMS.Mandate. 

Note: This element requires a more informative name.

Not to be 
confused with

-

Refinements -
Examples DPAStatus:Y

DPAStatus:N
Syntax -
Encoding 
schemes 
include

-

Dublin Core 
element

-

Mapped to EGMS.Mandate

18

Note: Element naming

Appropriate term names are perhaps the most difficult and contentious part of the entire 
process. For this reason, no attempt has been made to design any definitive 
nomenclature. The term names provided here may be considered as temporary, 
working examples. The naming convention used here is drawn from a programming 
convention.
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2. DPAPurposeForCollection

Definition Indicates the purpose for collection of a resource
Obligation Mandatory
Purpose Encodes the purpose for collection of a resource in a human-readable manner
Notes
Not to be 
confused with

DPAGroundsForCollection

Refinements
Examples DPAPurposeForCollection:Data collected to support the 2007-2008 admissions 

process
Syntax
Encoding 
schemes 
include
Dublin Core 
element

Description – http://www.purl.org/dc/elements/1.1/description

Mapped to
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3. DPAGroundsForCollection

Definition Indicates the purpose for collection of a resource in a formal (machine-readable) 
manner.

Obligation Mandatory
Purpose Encodes the purpose for collection of a resource in a machine-readable manner.
Notes Appropriate vocabulary for DPAGroundsForCollection can be drawn from 

(Carey, 2004).

Conditions in Schedule 2 are summarised from Article 7 of the DPA; the critera 
for lawful processing of data are given as follows (p.72, ibid.):

1. Consent of the data subject
2. Contractual necessity
3. Non-contractual legal obligation of the data controller
4. Vital interests of the data subject
5. Functions of a public nature
6. Legitimate interests of the data controller

At least one of these six conditions must be met for the data to be 
collected/processed, although it is also possible to make use of a relevant and 
applicable exemption to justify processing. 

Sensitive Personal Data may not be processed unless one or more of the 
following conditions apply. According to Carey (p. 87), Sensitive Personal Data 
itself is defined in section 2 of the 1998 Act as personal data consisting of 
information relating to the data subject as to one or more of the following 
matters:

(a) Racial or ethnic origin
(b) Political opinions
(c) Religious beliefs or other beliefs of a similar nature
(d) Trade union membership
(e) Physical or mental health or condition
(f) Sexual life
(g) The commission or alleged commission by the data subject of any offence
(h) Any proceedings for any offence committed or alleged to have been 
committed by the data subject, the disposal of such proceedings or the sentence 
of any court in such proceedings. 

There are twenty conditions set out for lawful processing of sensitive personal 
data; nine from the statute, ten from the Data Protection (Processing of Sensitive 
Personal Data) Order 2000, and one from the Data Protection (Processing of 
Sensitive Personal Data) (Elected Representatives) Order 2002.  The following is 
adapted from Carey (p.87-97).

1. Explicit consent of the data subject
2. Compliance with employment law obligations
3. Vital interests of the data subject
4. Processing by not-for-profit organization
5. Information made public by the data subject
6. Legal advice and establishing or defending legal rights
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7. Public functions (administration of justice, etc.)
8. Medical purposes
9. Records on racial equality
10. Detection of unlawful activity
11. Protection of the public
12. Public interest disclosure
13. Confidential counselling
14. Insurance and pensions – processing of family data
15. Insurance and pensions – processing of data already underway 

immediately before 1 March 2000
16. Religion and health data for equality of treatment monitoring
17. Legitimate political activities
18. Research activities that are in the substantial public interest
19. Police processing 
20. Processing by elected representatives

Regarding eGMS.mandate:
eGMS.mandate takes a balanced approach to collecting information regarding 
data protection. It suggests that the Mandate sub-element be used 'with a 
broader approach than indicated, capturing the mandate details at class level 
and cascading this down through inheritance to the records below'. This is an 
approach very similar to the setting of appropriate defaults in data collection. 

Our approach should be closely aligned to the eGMS approach, permitting 
compatibility as far as is possible. This work could be seen as extending this 
element for the purpose of permitting a greater level of detail –  this approach 
strikes a different balance in this area. 

Not to be 
confused with

DPAPurposeForCollection

Refinements -
Examples DPAGroundsForCollection: Data collected to support the 2007-2008 admissions 

process
Syntax -
Encoding 
schemes 
include

-

Dublin Core 
element

-

Mapped to eGMS.mandate, eGMS.rights
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4 DPAPurposeCoverage

Definition Indicates the expected duration and scope of a data retention instance
Obligation Mandatory
Purpose Encodes the expected duration and scope for which a data object is expected to 

be retained for a given purpose. 
Notes It may be that this element may appropriately make use of the e-GMS Coverage 

element for this purpose. Duration provides both Spatial and Temporal coverage 
to be encoded, and permits a duration rather than simply an end date to be 
encoded.

Regarding 'coverage': regional or national law and legal requirements mean that 
there is reason to speak about the scope in which a given purpose is relevant or 
applicable. This is not specifically covered in this document, but becomes an 
issue depending on intended application. Jurisdiction may therefore require 
encoding (eg. as country code). 

It has been suggested that spatial and temporal coverage should be split into 
multiple elements and that this element be renamed to 'DPAPurposeDuration'.

Not to be 
confused with
Refinements -
Examples -
Syntax -
Encoding 
schemes 
include

Spatial
Temporal
DCMI Period – http://dublincore.org/documents/dcmi-period 

Dublin Core 
element

Coverage – http://purl.org/dc/elements/1.1/coverage
Refinements:
Temporal – http://purl.org/dc/terms/temporal
Spatial – http://purl.org/dc/terms/spatial

Mapped to eGMS::Disposal  - the retention and disposal instructions for the resource.
Disposal 'Helps the user manage resources and ensure they are not kept after 
they are needed or disposed of before their time.'
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5 DPADataSource

Definition Indicates the originating agency for a data element
Obligation Mandatory
Purpose Encodes the originating agency for a data element in a human-readable manner. 
Notes Note: This element is strongly linked to DC. Creator. However, this may be 

misleading in certain circumstances; the creator of the data element and the 
originating agency may not in all instances be the same. For example, if a data 
object is handed from one agency to another according to need, the originating 
agency is not the initial agency of origin, but the agency from which the object 
has been obtained. 

As with DPADataOrigin, this element is designed principally for auditing 
purposes, and its use should be restricted to this purpose.

There is a strong overlap between this element and eGMS.Creator.

Note: examples are taken from eGMS. 
Not to be 
confused with

DPADataOrigin

Refinements -
Examples DC.creator: UCAS

DC.Creator: Office, Agency name, email@agency.ac.uk
Syntax DC.creator = Agency specifics, agency name, contact details.
Encoding 
schemes 
include

Government Data Standards Catalogue – for address, contact information, 
organisation information and person information
http://www.govtalk.gov.uk/gdsc/html/default.htm

Dublin Core 
element

Creator – http://purl.org/dc/elements/1.1/creator

Mapped to EGMS.Creator
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6 DPADataOrigin

Definition Provides a machine-readable source for a data element
Obligation Mandatory
Purpose A machine-readable source for a data element, following a known schema, 

permits the source to be identified.
Notes This element is principally designed for purposes such as auditing, and thus 

destined for internal use rather than external dissemination. 

In practice, data collected by the present agency is likely to make use of 
internally applicable identifiers for this purpose (for example, filing references). 
Data contributed by external agencies, such as UCAS, can be referenced by 
means of appropriate references. For example, data originating from UCAS can 
be referenced by means of the ULN – Unique Learner Number. 

Note: DPADataOrigin is not a personal identifier. It is a machine-readable 
reference to the origin of the document, chosen to be applicable to the context of 
use of this system (hence in the higher and further education scenario, the ULN 
is an appropriate identifier). In other contexts alternative identifiers may well be 
appropriate. A set of acceptable identifier types should be established according 
to application.

Not to be 
confused with

DPADataSource

Refinements -
Examples For a resource originating from UCAS/HESA:

DPADataOrigin: ULN:nnnnnnnnnn

An internal resource:
DPADataOrigin: scheme:uniqueID

Syntax <meta name=”DPADataOrigin” content=”ULN:nnnnnnnnnn”/>
Encoding 
schemes 
include

See http://www.hesa.ac.uk/manuals/c07051/a/ULN.html

The ULN is a ten-digit numeric identifier, designed to facilitate linking between 
years of HESA data and between the Student Record and other data sources.

Encoding and validation:

“The ULN is a ten-digit number with a non-zero number in the first position and a 
check digit in the final position. Since ULN will be issued by a Learner 
Registration Service, institutions' only obligation will be to check the validity of 
the number by performing a checksum test. 

The ULN checksum follows the same basic principles as the NHS number, but 
has been designed to ensure that there is no coincidence between ULN and the 
NHS number. The validation process is as follows:

• Check that the first digit is nonzero 
• Sum the product of the digits multiplied by the weights 10, 9, 8, 7, 6, 5, 4, 

3, 2, 1 
• Divide this number by 11 
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The remainder should be 10.”

From the above, an example of a Unique Learner Number could be:

[1]11119402[5]
See Appendix for an example of this checksum test. 

Dublin Core 
element

DC.Identifier - http://purl.org/dc/elements/1.1/identifier

Mapped to -
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7 DPAAnnotationStatus

Definition Encoding of applicable annotations from/provided by the data subject 
Obligation Optional
Purpose Contains a human-readable description of annotations from/provided by the data 

subject. 
Notes On nomenclature

Initially, this element was referred to as 'DPANotificationStatus'. If the term 
'notification' were not given a different and very specific meaning in the Data 
Protection Act, this would have been a perfect name. However, 'notification' in 
the DPA refers to the process by which Data Controllers inform the Information 
Commissioner of their activity in processing personal data (see Charlesworth, 
2005). This element refers to a different type of notification – the decision by a 
data subject to notify the holder of their data that they wish to limit the storage or 
reuse of their data in some manner or another. Therefore, this element received 
the current name, DPAAnnotationStatus, as a somewhat confusing and 
excessively generic placeholder.

On the use of the element

An individual ('data subject') may exercise rights under Section 10 or 11 of the 
Data Protection Act(1998). Such annotations modify the way in which data may 
be stored and reused.

“Section 10 provides that where the processing of personal data is causing or is 
likely to cause unwarranted and substantial damage or unwarranted and 
substantial distress to the data subject or another, the data subject is entitled to 
require the data controller (upon the expiry of a reasonable period) to cease, or 
not to begin, processing of his personal data.” (Carey, p.36).

Section 10 provides the data subject with the right to prevent processing unless: 

1. he or she already given consent to the processing; 
2. the processing is necessary for the performance of a contract to which 

the data subject is a party; 
3. the processing is necessary for the taking of steps at the request of the 

data subject with a view to entering into a contract; 
4. the processing is necessary for compliance with any legal obligation, 

other than imposed by contract, to which the data processor is subject; 
5. to protect the vital interests of the data subject; 
6. any other circumstance prescribed by the Secretary of State on order.  

Section 11(1) of the Data Protection Act provides the following right as regards 
processing for the purpose of direct marketing:

“An individual is entitled at any time by notice in writing to a data controller to 
require the data controller at the end of such period as is reasonable in the 
circumstances to cease, or not to begin, processing for the purposes of direct 
marketing personal data in respect of which he is the data subject.”

Note: the Data Protection Directive (EU), of which the above is a partial 
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implementation, reads as follows (Article 14(b)):

“[An individual has the right] to object, on request and free of charge, to the 
processing of personal data relating to him which the controller anticipates being 
processed for the purposes of direct marketing, or to be informed before 
personal data are disclosed for the first time to third parties or used on their 
behalf for the purposes of direct marketing, and to be expressly offered the right 
to object free of charge to such disclosures or uses.”

See Carey (p. 38) for a discussion of this discrepancy. 

Practical use of notification markers

This contains information as to the section cited, plus a human-readable 
description of the notification. 

Not to be 
confused with

-

Refinements -
Examples -

Syntax Storing a notification under Section 10:
DPANotificationStatus: Section 10:Detail of request

Encoding 
schemes 
include

<meta name=”DPANotificationStatus” content=”Section xx:yyyy”/>

Dublin Core 
element

-

Mapped to Dc. Rights 

This completes the basic element set required to describe the DPA status of a data object.
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DPA elements required to describe internal and external access 
decisions
8 DPARecipient

Definition Indicates the expected recipient of a data object
Obligation Mandatory
Purpose -
Notes For internal use, this may contain only a classification. For external use, it will 

additionally contain specific information about the recipient agency. 

This element may arguably constitute a refinement of dc:audience: 

DC:Audience - A class of entity for whom the resource is intended or useful. A 
class of entity may be determined by the creator or the publisher or by a third 
party.

However, the semantics are clearly different so the overlap should not be 
overstated.

Not to be 
confused with
Refinements -
Examples -
Syntax -
Encoding 
schemes 
include

-

Dublin Core 
element

-

Mapped to
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9 DPADecisionMaker
Definition Indicates the person or agency who made the decision encoded
Obligation Mandatory
Purpose This element is designed primarily for the purpose of providing an audit trail for 

decisions implemented. 
Notes A point of reference for the decision encoded in this record

Not to be 
confused with

-

Refinements -
Examples -
Syntax -
Encoding 
schemes 
include

-

Dublin Core 
element

DC.Identifier - http://purl.org/dc/elements/1.1/identifier

Mapped to -
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10 DPADecision
Definition Indicates the decision made in a machine-readable manner
Obligation Mandatory
Purpose This element is designed to provide a machine-readable version of the decision 

made regarding access of this data type or instance by a given agency.
Notes Examples show DPADecision as constituting either 'Y' or 'N'; however, it is 

probable that in practice other states are required – for example, a state 
indicating that a decision is 'pending' is probably required. An appropriate 
controlled vocabulary set should be established.

Not to be 
confused with

-

Refinements -
Examples -
Syntax -
Encoding 
schemes 
include

-

Dublin Core 
element

DC.Rights - http://purl.org/dc/elements/1.1/rights

Mapped to eGMS.Rights
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11 DPADecisionDateLimit

Definition Indicates the date limit for applicability of the decision made
Obligation Optional
Purpose -
Notes A date limit may be set if appropriate. It is envisaged that decision date ranges 

may be appropriately encoded as durations, however. 

The precise requirements for this element are not yet clear. A start and finish 
date is generally required, but it is possible that in practice this element ties into 
other metadata retained on the system. For example, if a data object is set to be 
deleted 'six years after graduation'; it is also possible that constraints will need to 
be input in certain instances – sometime between a given date and another. 

Cases in which manual revision is required may require this element to contain 
further detail. 

Not to be 
confused with

-

Refinements -
Examples -
Syntax -
Encoding 
schemes 
include

-

Dublin Core 
element

Coverage – http://purl.org/dc/elements/1.1/coverage
Refinements:
Temporal – http://purl.org/dc/terms/temporal

Mapped to -
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12 DPAGroundsForDistribution

Definition Machine-readable description of purpose
Obligation Optional
Purpose -
Notes Contains a description of the intended use of the data.

Note that a suitable constrained vocabulary should be created and published for 
practical use of this element. 

Not to be 
confused with

-

Refinements -
Examples -
Syntax -
Encoding 
schemes 
include

-

Dublin Core 
element

-

Mapped to  -
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13 DPADescriptionOfPurpose

Definition Human-readable description of purpose
Obligation Optional
Purpose -
Notes Contains a human-readable description of purpose.

Note: this may refer to constrained vocabulary elements used in 
DPAGroundsForCollection. 

Also note suggested nomenclature: DPAPurposeOfDisclosure

Not to be 
confused with

-

Refinements -
Examples -
Syntax -
Encoding 
schemes 
include

-

Dublin Core 
element

DC.description - http://purl.org/dc/elements/1.1/description

Mapped to -
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Approaches to encoding
There are many possible approaches to encoding. For the purposes of practical prototyping, we 
have provided an XSD, on the principle that currently recognised applications for this particular 
piece of work make use of XML Schemas. However, we emphasise that this is only one of several 
possible uses for the model in general, and also that there are several serious questions about the 
encoding, basic model and metadata architecture that remain to be answered before this work is 
taken further. Many of these questions are inherited from e-GMS itself – for example, should 
encoding follow the Qualified or Simple DC model?  

XML Schema Definition encoding of basic element set

The following schema definition shows a fragmentary encoding for the segment of this work 
relating to grounds for encoding (see Table 1).  

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema elementFormDefault="unqualified" attributeFormDefault="unqualified" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema">

    <xsd:element name="DPAGroundsForCollection">
            <xsd:complexType>
                <xsd:sequence>
                    <xsd:element ref="DPAStatus" minOccurs="1" maxOccurs="1"/>
                    <xsd:element ref="DPAGroundsForCollectionSchedule2" minOccurs="1"/>
                    <xsd:element ref="DPAGroundsForCollectionSchedule3" minOccurs="0"/>
                    <!-- xsd:any maxOccurs="unbounded"/ -->
                </xsd:sequence>
            </xsd:complexType>
    </xsd:element>

    <xsd:element name="DPAStatus">
            <xsd:simpleType>
                <xsd:restriction base="xsd:string">
                    <xsd:enumeration value="Y"/>
                    <xsd:enumeration value="N"/>
                </xsd:restriction>
            </xsd:simpleType>
    </xsd:element>

    <xsd:element name="DPAGroundsForCollectionSchedule2Terms">
        <xsd:simpleType>
                <xsd:restriction base="xsd:string">
                    <xsd:enumeration value="Consent of the data subject"/>
                    <xsd:enumeration value="Contractual necessity"/>
                    <xsd:enumeration value="Non-contractual legal obligation of the data 
controller"/>
                    <xsd:enumeration value="Vital interests of the data subject"/>
                    <xsd:enumeration value="Functions of a public nature"/>
                    <xsd:enumeration value="Legitimate interests of the data 
controller"/>
                </xsd:restriction>
        </xsd:simpleType>
    </xsd:element>

    <xsd:element name="DPAGroundsForCollectionSchedule2">
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        <xsd:complexType>
                <xsd:sequence>
            <xsd:sequence>
                <xsd:element ref="DPAGroundsForCollectionSchedule2Terms" minOccurs="1" 
maxOccurs="1"/>
                <xsd:element ref="DPAPurposeCoverage" minOccurs="1" maxOccurs="1"/>
                <xsd:element ref="DPAPurposeForCollection" minOccurs="0"/>
            </xsd:sequence>
        </xsd:complexType>
    </xsd:element>

    <xsd:element name="DPAGroundsForCollectionSchedule3">
        <xsd:complexType>
            <xsd:sequence>
                <xsd:element ref="DPAGroundsForCollectionSchedule3Terms"/>
                <xsd:element ref="DPAPurposeCoverage" />
                <xsd:element ref="DPAPurposeForCollection"/>
            </xsd:sequence>
        </xsd:complexType>
    </xsd:element>

    <xsd:element name="DPAPurposeForCollection" type="xsd:string"/>

    <xsd:element name="DPAPurposeCoverage" type="xsd:string"/>

    <xsd:element name="DPAGroundsForCollectionSchedule3Terms">
        <xsd:simpleType>
            <xsd:restriction base="xsd:string">
                <xsd:enumeration value="Explicit consent of the data subject"/>
                <xsd:enumeration value="Compliance with employment law obligations"/>
                <xsd:enumeration value="Vital interests of the data subject"/>
                <xsd:enumeration value="Processing by not-for-profit organization"/>
                <xsd:enumeration value="Information made public by the data subject"/>
                <xsd:enumeration value="Legal advice and establishing or defending legal 
rights"/>
                <xsd:enumeration value="Public functions (administration of justice, 
etc)"/>
                <xsd:enumeration value="Medical purposes"/>
                <xsd:enumeration value="Records on racial equality"/>
                <xsd:enumeration value="Detection of unlawful activity"/>
                <xsd:enumeration value="Protection of the public"/>
                <xsd:enumeration value="Public interest disclosure"/>
                <xsd:enumeration value="Confidential counselling"/>
                <xsd:enumeration value="Insurance and pensions - processing of family 
data"/>
                <xsd:enumeration value="Insurance and pensions - processing of data 
already underway"/>
                <xsd:enumeration value="Religion and health data for equality of 
treatment monitoring"/>
                <xsd:enumeration value="Legitimate political activities"/>
                <xsd:enumeration value="Research activities that are in the substantial 
public interest"/>
                <xsd:enumeration value="Police processing"/>
                <xsd:enumeration value="Processing by elected representatives"/>
            </xsd:restriction>
        </xsd:simpleType>
    </xsd:element>
</xsd:schema>

An example of the practical use of this schema is shown below; this XML fragment describes the 
status of a single piece of personal data, that is not sensitive personal data. It is stored under two 
grounds of Schedule 2, the first being that consent has been given by the data subject – a time 
limit for which has been input – and the second being the existence of a contract, which is also 
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subject to a time limit. 

<?xml version="1.0" encoding="utf8"?>

<DPAGroundsForCollection>
    <DPAStatus>N</DPAStatus>
    <DPAGroundsForCollectionSchedule2>
        <DPAGroundsForCollectionSchedule2Terms>Consent of the data 
subject</DPAGroundsForCollectionSchedule2Terms>
        <DPAPurposeCoverage>2009-09-30</DPAPurposeCoverage>
        <DPAPurposeForCollection></DPAPurposeForCollection>
    </DPAGroundsForCollectionSchedule2>
    <DPAGroundsForCollectionSchedule2>
        <DPAGroundsForCollectionSchedule2Terms>Contractual 
necessity</DPAGroundsForCollectionSchedule2Terms>
        <DPAPurposeCoverage>2008-09-30</DPAPurposeCoverage>
        <DPAPurposeForCollection></DPAPurposeForCollection>
    </DPAGroundsForCollectionSchedule2>
</DPAGroundsForCollection>

RDF Encoding
To express a Simple Dublin Core metadata element or fragment in RDF, the approach outlined in 
(Beckett, 2001) may be followed. Qualified DC may be encoded according to the approach 
described in (Kokkelink et al, 2002). As we build on e-GMS as a basis there is no single clear 
strategy available to us at this time; this would be a decision to be taken at a latter stage of this 
work.

Worked example scenarios
In order to evaluate the appropriateness of this approach, a number of sample scenarios were 
chosen to demonstrate the use of the system in practice. These are worked through here. 

Please note that in practice, controlled vocabularies should be published according to best practice 
– that is, by the agency administrating the vocabulary. As this process has not yet been 
undertaken, these examples are indicative rather than canonical. Furthermore, elements such as 
GroundsForCollection should be coded as URIs rather than as hardcoded text; this has been 
avoided in these examples, principally for clarity. 
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Personal data
The following scenario can be found in the process charts (Chart 1).

As part of the application process for student intake, UCAS provides students' names to the 
University. In general, the default status of this particular data element is to consider them other 
than as Sensitive Personal Data (since they are not found to relate to any of the areas mentioned 
in the 1998 Act).

Hence, they are entered into the system in the following manner.

Element key: “NAME”.
Value=”John Smith”.
DPANotificationStatus=””
DPAStatus=”N”
DPADataSource=”UCAS”
DPADataOrigin=”ULN:##########”
DPAGroundsForCollection=

DPAGroundsForCollectionSchedule2=Sch.2 (3) Statutory
DPAPurposeForCollection=HESA Return
DPAPurposeCoverage=Temporal:2007-05-01/2007-09-01

DPAGroundsForCollectionSchedule2=Sch.2 (1) Consent
DPAPurposeForCollection=Student Administration
DPAPurposeCoverage=Temporal:Start:2007-05-01;End:2009-09-01

DPAGroundsForCollectionSchedule2=Sch.2 (2) Contract
DPAPurposeForCollection=Student Administration
DPAPurposeCoverage=Temporal:Start:2007-05-01;End:2009-09-01

DPAGroundsForCollectionSchedule2=Sch.2 (6) Legitimate Interest
DPAPurposeForCollection=Student Administration
DPAPurposeCoverage=Temporal:Start:2007-05-01

Decisions made on the basis of this data include:

Data retention: Information may be stored only when a legitimate reason for its retention exists. In 
this particular case, the student's name may be stored indefinitely; however, were the 'Legitimate 
interest' grounds to be removed for one reason or another (such as for example a valid notification 
under the data subject's rights), the data could be stored only until the end dates for the other 
grounds provided. Naturally, end dates are likely to change with circumstance – for example, 
length of enrolment.

Where an HEI data controller is processing personal data under a Sch. 2 condition, there will often 
be limits upon the access of internal users of the HEI to the personal data.  Personal data should 
only be processed and accessed by internal users who have legitimate reasons to do so.  General 
access or browsing of personal data by unauthorised persons will be a breach of the DPA 1998.  It 
may be necessary therefore to indicate those general categories of internal user who will be 
authorised to access the personal data for specific purposes.  

Hence, decisions are to be stored for classes of data. As an example, an employee working on 
admissions in the Department of Computer Science needs to know the names of potential 

37



Proof of Concept Legal Metadata Schema – Tonkin & Charlesworth

students, so that they can arrange assessment interviews. The result is encoded as follows:

DPARecipient: Staff responsible for admissions
DPAGroundsForDistribution:
DPADescriptionOfPurpose: Handling the admissions process 
DPADecisionDateLimit: Duration of the admissions process (3 months)
DPADecision: Accepted
DPADecisionMaker:Head of student intake

External disclosure is handled in a similar, although more formal manner; the major difference is 
the level of granularity of the process, since internal decisions are designed to cover a class of 
individuals tasked with a given role rather than taking place on a case-by-case approach. 

DPARecipient: HESA
DPAGroundsForDistribution: Sch.2 (5) Functions of a public nature
DPADescriptionOfPurpose: Statutory Returns
DPADecisionDateLimit: Temporal:Start:2007-03-03
DPADecision: Accepted
DPADecisionMaker:University administrative office

DPARecipient: 3rd Party Service Provider
DPAGroundsForDistribution: Sch.2 (2) Contract 
DPADescriptionOfPurpose: Provision of VLE service
DPADecisionDateLimit: Temporal:Start:2007-03-03
DPADecision: Accepted
DPADecisionMaker:University administrative office

DPARecipient: Specific government body
DPAGroundsForDistribution: Sch.2 (5) enactment/justice
DPADescriptionOfPurpose: 
DPADecisionDateLimit: Temporal:Start:2007-03-03
DPADecision: Accepted
DPADecisionMaker:University administrative office

DPARecipient: Police officer
DPAGroundsForDistribution: Sch.2 (5) Enactment and Justice
DPADescriptionOfPurpose: Law enforcement
DPADecisionDateLimit: 
DPADecision: Rejected: Lack of adequate documentation (eg. Section 29 

documentation or court order)
DPADecisionMaker:University administrative office responsible for role
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Sensitive personal data

An example of a sensitive personal data element is shown below. In this instance, we assume that 
John Smith has informed UCAS of a hearing impairment, which information is then provided to the 
University. 

Element key: “DISABILITY”.
Value=”Hearing impairment”.
DPANotificationStatus=””
DPAStatus=”Y”
DPADataSource=”UCAS”
DPADataOrigin=”ULN:##########”
DPAGroundsForCollection:

DPAGroundsForCollectionSchedule2=Sch.2 (3) Statutory
DPAGroundsForCollectionSchedule3=Sch.3 (7) Statutory
DPAPurposeForCollection=HESA Return
DPAPurposeCoverage=Temporal:2007-05-01/2007-09-01

DPAGroundsForCollectionSchedule2=Sch.2 (1) Consent
DPAGroundsForCollectionSchedule3=Sch. 3 (1) Explicit consent
DPAPurposeForCollection=Student Administration
DPAPurposeCoverage=Temporal:Start:2007-05-01;End:2009-09-01

DPAGroundsForCollection=Sch.2 (2) Contract
DPAGroundsForCollectionSchedule3=Sch. 3 (1) Explicit consent
DPAPurposeForCollection=Student Administration
DPAPurposeCoverage=Temporal:Start:2007-05-01;End:2009-09-01

Decisions made on the basis of this data include:

Data retention: Information may be stored only when a legitimate reason for its retention exists. In 
this particular case, this information is unlikely to be stored indefinitely. If consent were withdrawn 
the data could be stored only until the end dates for the other grounds provided.

Where an HEI data controller is processing personal data under a Sch. 2 condition, there will often 
be limits upon the access of internal users of the HEI to the personal data.  Personal data should 
only be processed and accessed by internal users who have legitimate reasons to do so.  General 
access or browsing of personal data by unauthorised persons will be a breach of the DPA 1998.  It 
may be necessary therefore to indicate those general categories of internal user who will be 
authorised to access the personal data for specific purposes.  

Hence, decisions are to be stored for classes of data. As an example, an employee working on 
admissions in the Department of Computer Science is tasked with evaluating requirements for 
reasonable accomodation with the needs of disabled students in preparation for the new term. The 
result is encoded as follows:

DPARecipient: Staff responsible for admissions
DPAGroundsForDistribution:
DPADescriptionOfPurpose: Handling the admissions process 
DPADecisionDateLimit: Duration of the admissions process (3 months)
DPADecision: Accepted
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DPADecisionMaker:Head of student intake

External disclosure is again handled in a similar, although more formal manner. The level of 
granularity of the process again differs, since internal decisions are designed to cover a class of 
individuals tasked with a given role rather than taking place on a case-by-case approach. However, 
the disclosure of sensitive personal data also requires grounds to be identified under both 
Schedules 2 and 3 of the DPA. 

Consider the (internal) case of a member of staff requesting information about their tutee for a 
disclosed purpose.

DPARecipient: Student's personal tutor
DPAGroundsForDistribution:
DPADescriptionOfPurpose: Responsibilities as a tutor
DPADecisionDateLimit: Duration of tutor responsibilities
DPADecision: Accepted
DPADecisionMaker:Head of year

and a related case in which the request is denied under what could be referred to as the  'no-
gossip' rule!

DPARecipient: Unrelated member of staff
DPAGroundsForDistribution:
DPADescriptionOfPurpose: Undisclosed
DPADecisionDateLimit: 
DPADecision: Denied
DPADecisionMaker:Head of year

An external case:

In this case, a student has fallen ill and is unconscious. As the student is unable to provide consent 
on the disclosure of personal data, the University agrees to provide information essential for the 
student's vital interests:

DPARecipient: Hospital
DPAGroundsForDistribution: Sch.2 (4) Vital interests of the data subject.

Sch.3 (3) Vital interests of the data subject.
DPADescriptionOfPurpose: Treatment of unconscious subject
DPADecisionDateLimit: Temporal
DPADecision: Accepted
DPADecisionMaker:Administrative office responsible for this function within the University
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Discussion

It is clear from the above that the approach paints with a broad brush. The purpose of a decision, 
together with the context in which a decision has been made, is often as relevant to the topic as 
the decision itself. This is of course a very similar problem to that encountered by designers of 
knowledge bases or systems for the formal representation of legal 'rules' in general terms; the 
information, shorn of the context in which it was produced, is relatively poor as a source for future 
decision-makers.  That  the  design  of  metadata  schemas  suffers  from a  similar  problem is  no 
surprise. 

The important question, however, is whether the system as described is useful, and whether it 
could or would be used. Does the use of a semi-formal system provide the user with an acceptably 
accurate view of the Data Protection Act? 

One means of examining this question is to turn it around and, instead, to ask whether a formal 
system is required. In brief, there is no simple answer to this question, for a formal system is often 
shorthand for a system of completely defined symbolic tokens, related by formally (completely) 
defined rules and relations. One might quote Deacon (2003), who defines a 'fallacy of simple 
correspondence', referring to the formal/computational approach as a caricature of the symbolic 
reference relationship. He points out that this caricature is simplified in a number of ways. In 
practice, he states, 'the very different realms of words and physical world phenomena must be 
linked via a complex and multilayered intervening web of semiotic relationships'. 

Do we believe that our system is fully defined, or definable? More practically, do we imagine that 
we are capable of defining the system formally? In practice, it may be appropriate to describe this 
approach principally as a mildly structured approach to record annotation. 
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Report conclusions and recommendations

Colleagues working in the field of digital preservation have long worked on topics related to data 
retention, in the sense of the preservation of the most important aspects of a document across time 
and various generations of platform and operating system. As formats change, digital preservation 
has attempted to retain the essence of the document – so that a reader in many years' time will be 
able to successfully decode today's project milestones and outputs. Recently, a different question 
has begun to fascinate the sector: What should be preserved?

As a practical  matter,  it  is  difficult  to ensure that  data is  not retained,  the digital  rights sector 
notwithstanding.  Information  is  stored,  replicated  and  analysed  both  in  and  out  of  its  original 
context  on  a  regular  basis,  in  a  quite  legitimate  manner  that  is  nonetheless  attracting  large 
amounts of attention as consequences both imagined and entirely unforeseen become evident. It 
may be of benefit to take a step back and ask ourselves what is going on.

From a legal  perspective,  the answer is perhaps one of  limiting one's responsibilities.  Careful 
auditing and pruning of stored data means that the data controller simply has less to worry about. 
Data that is no longer retained cannot be used inappropriately; more importantly, the accusation of 
inappropriate  use  of  the  data  can  be  easily  denied.  Storage  requirements  are  reduced,  the 
potential for embarrassment is reduced, and sufficient data is retained for appropriate reuse.

Taking a more colloquial viewpoint, there are lines to be drawn between this and the informal and 
voluntary information auditing frequently to be found in content production for the Web. Take for 
example the case of student bloggers. Unwilling to release what they consider to be sensitive data, 
their discourse takes place principally on pseudonymous blogs, with their own blog retained purely 
for formalised, harmless speech and announcements. Some consider this to be self-censorship 
and perhaps damaging to online society. One could instead characterise it as a value judgement 
on the longevity and intended audience – temporal and spatial coverage, and access rights – of 
the information in question. 

This, then, is a formalised approach to creating a purely opt-in system in which 'well-behaved' 
organisations are provided with the metadata that they require in order to recognise the nature of 
personal data and handle it appropriately. The approach encodes several characteristics of data; 
level of sensitivity; intended audience and the aim of each disclosure. It  is by definition 'opt-in' 
since there is no reasonable expectation that access decisions may be made without recourse to 
human judgement – however,  since the system is defined to conform with relevant legislation, 
inappropriate use of data is policed in the stricter sense of that term – that is, by law rather than 
social norm or pressure. 

Preparing for practical implementation
The success of such a system on a practical level may be expected to relate primarily to the arena 
in which it is used. Practical implementation might be expected to, ideally, begin with examination 
of the processes currently in place within organisations to deal with the cases outlined within this 
document  and other relevant examples, followed by elicitation of a detailed and realistic task 
model.  This  task  itself  requires  that  appropriate  organisations,  and  subsequently  appropriate 
individuals and administrative bodies within these organisations, are identified and contacted.

Such an investigation would also provide an opportunity to study the language and representations 
underlying  present-day  understanding  and  application  of  the  legislation  and  its  practical 
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consequences. A metadata standard may fail to provide adequate methods or fields in which to 
encode a given piece of data or relation. However, it is also possible for a schema that theoretically 
suffices for a given aim to fail in practice due to misuse, inconsistent use or abandonment due to 
barriers to practical application. 

The practical  accessibility  of  a  schema does not  have to  relate to  the language in  which the 
schema itself is written – indeed, Kunze (2001) suggests the use of opaque identifiers for certain 
scenarios. There are suggestions that the practical  use of transparent identifiers (ie.  identifiers 
whose labels contain apparent semantic content) can lead to unexpected effects in scenarios due 
to misinterpretation of semantic content. The preceding pages show at least one example of this; 
the semantically overloaded term 'notification' appears in one context within the Data Protection 
Act,  and  our  initial  use  of  it  to  describe  correspondence  sent  by  a  data  subject  was quickly 
identified  as  likely  to  cause  problems  in  the  future.  The  choice  was  taken  to  replace  that 
overloaded  term  with  a  semantically  ambiguous  and  relatively  vague  term,  'annotation'  – 
essentially a placeholder.

Semantically meaningful labels can, of course, be applied in the interface rather than the data 
structure – but this is a relatively infrequent approach in metadata usage contexts. It signifies a 
mapping between the user's representation and that encoded within the design of the schema. 
Such a mapping inevitably  develops over time,  as the user's  conceptualisation of  the area in 
question shifts – and schemas may themselves develop to match the altered conceptualisation. 
That said, as is frequently true in human-computer interaction, a good fit between model, process 
and user perception of the domain is key to ensuring a usable product.

With  the  information  collected  during  this  process,  steps  can  be  taken  to  begin  to  bring  the 
representation  sketched here  toward structures  familiar  to  user  populations.  Evaluation  of  the 
structure sketched here may also be carried out, either as part of this process or following further 
iterations of development.

Equally,  other  organisations  such  as  the  various  entities  contributing  to  the  eGMS metadata 
standards have put a great deal of work into implementation of various aspects of UK law and 
administrative practice within a metadata framework. This work inspired several aspects of the 
current document, and ideally, future work in this direction would include opportunities to work with 
and request input from these entities 

Finally, practical application – and further development – of this project could usefully involve other 
related JISC projects. As an example, the Information Environment Metadata Schema Registry is 
designed to support development of Dublin Core metadata schemas, amongst others. 

Document context
As stated in the preamble to this document, it does not contain and should not be taken to contain 
a  completed  application  profile.  This  draft  is  an  attempt  to  examine  the  problem  space  of 
application of legal metadata for the purposes of handling data responsibly within a given context – 
that is, in the context of a group of universities and associated organisations. 
Further  work on this  approach may choose to  use this  document  as a set  of  clues toward a 
practical approach to this development. One may also wish to look towards work currently taking 
place in the DCMI (Dublin Core Metadata Initiative) community for present-day best practice in the 
development of an application profile. Specifically of relevance is the recent development of the 
DSP (Description Set  Profile)  wiki  syntax,  which permits  the expression of  application  profiles 
according to a simple wiki syntax that may then be rendered both as an HTML page for human 
consumption, and as a formal serialization in XML. 
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Appendix A: 

Validation
The XML schema provided here has been validated according to the W3C XML Schema Definition 
validator at:

http://www.w3.org/2001/03/webdata/xsv

XML examples have been validated against the relevant XML Schema provided using the following 
short Perl script, which itself uses XML::Validator::Schema:

#!/usr/bin/perl

use XML::SAX::ParserFactory;
use XML::Validator::Schema;

#
# create a new validator object
#
$validator = XML::Validator::Schema->new(file => 'basicDPA.xsd');

#
# create a SAX parser and assign the validator as a Handler
#
$parser = XML::SAX::ParserFactory->parser(Handler => $validator);

#
# validate an XML document against the XML schema loaded
#

eval { $parser->parse_uri('test.xml') };

die "File failed validation: $@" if $@;

print "XML Document parsed successfully\n";

XML::Validator::Schema is available on CPAN:
http://search.cpan.org/~samtregar/XML-Validator-Schema-1.08/Schema.pm

Note that the coverage provided by XML::Validator::Schema is not complete. For example, it does 
not cover the XSD 'all' keyword. Therefore, this validation has actually been performed against a 
slightly simplified version of the schema. 
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ULN Checksum test
#!/usr/bin/perl

use strict;

my $ninedigitno=1111194025;
my @numberarr=split(//,$ninedigitno);
my @weights=(10,9,8,7,6,5,4,3,2,1);
my $weightedsum;
my $count=0;

foreach my $number (@numberarr){

$weightedsum+=$number*$weights[$count];
print $number*$weights[$count];
print "\n";
$count++;

}

my $remainder=$weightedsum/11;
if($remainder==10){

print "Valid ULN\n";
}
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Appendix B

Data Protection Act 1998 

Schedule 1  Part 1 – The Data Protection Principles

1. Personal data shall be processed fairly and lawfully and, in particular, shall not be processed 
unless- 

(a) at least one of the conditions in Schedule 2 is met, and

(b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is 
also met.

2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall 
not be further processed in any manner incompatible with that purpose or those purposes.

3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or 
purposes for which they are processed.

4. Personal data shall be accurate and, where necessary, kept up to date.

5. Personal data processed for any purpose or purposes shall not be kept for longer than is 
necessary for that purpose or those purposes.

6. Personal data shall be processed in accordance with the rights of data subjects under this Act.

7. Appropriate technical and organisational measures shall be taken against unauthorised or 
unlawful processing of personal data and against accidental loss or destruction of, or damage 
to, personal data.

8. Personal data shall not be transferred to a country or territory outside the European Economic 
Area unless that country or territory ensures an adequate level of protection for the rights and 
freedoms of data subjects in relation to the processing of personal data.
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Schedule 2 - Conditions for processing of personal data in general

1. The data subject has given his consent to the processing.

2. The processing is necessary-

(a) for the performance of a contract to which the data subject is a party, or

(b) for the taking of steps at the request of the data subject with a view to entering into a 
contract.

3. The processing is necessary for compliance with any legal obligation to which the data 
controller is subject, other than an obligation imposed by contract.

4. The processing is necessary in order to protect the vital interests of the data subject.

5. The processing is necessary- 

(a) for the administration of justice,

(b) for the exercise of any functions conferred on any person by or under any enactment,

(c) for the exercise of any functions of the Crown, a Minister of the Crown or a government 
department, or

(d) for the exercise of any other functions of a public nature exercised in the public interest 
by any person.

6. - (1) The processing is necessary for the purposes of legitimate interests pursued by the data 
controller or by the third party or parties to whom the data are disclosed, except where the 
processing is unwarranted in any particular case by reason of prejudice to the rights and 
freedoms or legitimate interests of the data subject.

[…]
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Schedule 3 - Additional conditions for processing of sensitive personal 
data

1. The data subject has given his explicit consent to the processing of the personal data.

2. - (1) The processing is necessary for the purposes of exercising or performing any right or 
obligation which is conferred or imposed by law on the data controller in connection with 
employment.

[…]

3. The processing is necessary-

(a) in order to protect the vital interests of the data subject or another person, in a case 
where- 

(i) consent cannot be given by or on behalf of the data subject, or

(ii) the data controller cannot reasonably be expected to obtain the consent of the data 
subject, or

(b) in order to protect the vital interests of another person, in a case where consent by or 
on behalf of the data subject has been unreasonably withheld.

4. The processing- 

(a) is carried out in the course of its legitimate activities by any body or association which- 

(i) is not established or conducted for profit, and

(ii) exists for political, philosophical, religious or trade-union purposes,

(b) is carried out with appropriate safeguards for the rights and freedoms of data subjects,

(c) relates only to individuals who either are members of the body or association or have 
regular contact with it in connection with its purposes, and

(d) does not involve disclosure of the personal data to a third party without the consent of 
the data subject.

5. The information contained in the personal data has been made public as a result of steps 
deliberately taken by the data subject.

6. The processing- 

(a) is necessary for the purpose of, or in connection with, any legal proceedings (including 
prospective legal proceedings),

(b) is necessary for the purpose of obtaining legal advice, or

(c) is otherwise necessary for the purposes of establishing, exercising or defending legal 
rights.

7. - (1) The processing is necessary- 

(a) for the administration of justice,

(b) for the exercise of any functions conferred on any person by or under an enactment, or

(c) for the exercise of any functions of the Crown, a Minister of the Crown or a government 
department.

[…]

8. - (1) The processing is necessary for medical purposes and is undertaken by- 
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(a) a health professional, or

(b) a person who in the circumstances owes a duty of confidentiality which is equivalent to 
that which would arise if that person were a health professional.

(2) In this paragraph "medical purposes" includes the purposes of preventative medicine, 
medical diagnosis, medical research, the provision of care and treatment and the 
management of healthcare services.

9. - (1) The processing- 

(a) is of sensitive personal data consisting of information as to racial or ethnic origin,

(b) is necessary for the purpose of identifying or keeping under review the existence or 
absence of equality of opportunity or treatment between persons of different racial or ethnic 
origins, with a view to enabling such equality to be promoted or maintained, and

(c) is carried out with appropriate safeguards for the rights and freedoms of data subjects.

[…]

10. The  personal  data  are  processed  in  circumstances  specified  in  an  order  made  by  the 
Secretary of State for the purposes of this paragraph.
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Data Protection (Processing of Sensitive Personal Data) Order 2000
Circumstances in which sensitive personal data may be processed

[…]

7. - (1) Subject to the provisions of sub-paragraph (2), the processing -

(a) is of sensitive personal data consisting of information falling within section 2(c) or (e) of 
the Act;

(b) is necessary for the purpose of identifying or keeping under review the existence or 
absence of equality of opportunity or treatment between persons -

(i) holding different beliefs as described in section 2(c) of the Act, or

(ii) of different states of physical or mental health or different physical or mental 
conditions as described in section 2(e) of the Act, 

with a view to enabling such equality to be promoted or maintained;

(c) does not support measures or decisions with respect to any particular data subject 
otherwise than with the explicit consent of that data subject; and

(d) does not cause, nor is likely to cause, substantial damage or substantial distress to the 
data subject or any other person.

(2) Where any individual has given notice in writing to any data controller who is processing 
personal data under the provisions of sub-paragraph (1) requiring that data controller to cease 
processing personal data in respect of which that individual is the data subject at the end of 
such period as is reasonable in the circumstances, that data controller must have ceased 
processing those personal data at the end of that period.

[…] 
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Appendix C: Process charts
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Appendix D: Classes

56


	Background 
	Introduction
	Task / process analysis
	Existing work on legal metadata
	Developing a model
	Schedule 2: Personal data
	Minimal property set
	Supporting data use and reuse
	Example/discussion: encoding internal access decisions
	Encoding external access decisions

	Schedule 3: Sensitive personal data
	Preamble: What is sensitive personal data?
	Minimal metadata: Sensitive personal data
	Internal and external disclosure of sensitive personal data

	Notes:
	Record types and consistencies
	Datatype characteristics vs instance metadata
	System architecture, intent and trust


	From model to metadata
	Choosing a metadata standard
	Working with MIAP
	Example Schema
	Elements
	DPA elements required to describe internal and external access decisions

	Approaches to encoding
	XML Schema Definition encoding of basic element set
	RDF Encoding


	Worked example scenarios
	Personal data
	Sensitive personal data
	Discussion

	Report conclusions and recommendations
	Preparing for practical implementation
	Document context

	Bibliography
	Appendix A: 
	Validation
	ULN Checksum test

	Appendix B
	Data Protection Act 1998 
	Schedule 1  Part 1 – The Data Protection Principles
	Schedule 2 - Conditions for processing of personal data in general
	Schedule 3 - Additional conditions for processing of sensitive personal data

	Data Protection (Processing of Sensitive Personal Data) Order 2000

	Appendix C: Process charts
	Appendix D: Classes

