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Safety systems are essential to achieving 
acceptable levels of plant safety 

Risk from primary system (without safety systems) 

Risk reduction  
through use of 
Safety systems 

Residual risk to society 

Increasing risk 

Acceptable level 
of risk to society 



Nuclear Safety 

• Safety case has to consider credible external and internal 
hazards and how these are mitigated against. 

• Nuclear safety is achieved by containment, monitoring and 
control, cooling, reactor shutdown systems. 
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Nuclear Safety Systems:  
Monitoring and Reactor Shutdown Systems 

Multiple parameters are continually monitored within the reactor. 
Here is an example of some from an AGR: 

 

 

 

 

 

 

 

 
 

Signals are sent to the trip amplifier, which provides a trip signal to 
the guard lines when a protection system limit has been 
reached. Guard lines send signal to control rod actuator. 
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Confidence in nuclear safety systems 

• To achieve risk reduction (slide 1), it is vital that 
monitoring and protection systems work reliably. 

• Higher dependability  
 greater risk reduction 
 

• But there are challenges: 

– Monitoring and protection often employ software 

– The reliability of software protection systems remains an 
open problem 

– This is the subject of UK Generic Design Assessment 
special “issues” identified by the Office of Nuclear 
Regulation for the EPR reactor design  



Confidence in nuclear safety systems 

• Monitoring and protection equipment based on software or 
complex hardware (FPGAs), subject to complex failure modes. 

• Failure not due to random failure (wearout etc) 
but e.g. logic design faults, coding errors, incompatibilities etc. 

• Difficult to model. 

• Novel methods used to assess dependability of such systems. 

• Examples: statistical testing, formal methods, design 
constraints, use of specific standards etc. 

• This is possible, we know how to do it, but it involves high cost, 
resource intensive and often requires to be done “from 
scratch”, lack of streamlined tools. 



A new route to enhanced nuclear safety 

• Regulation is under the spotlight as a source of the 
very high costs of nuclear. 

• New software based safety systems are more 
powerful in the sense they can ‘do (look after) more 
things’ than the old systems. 

• But we need to understand what effective routes are 
to assessing such systems. 

• And if we can understand how to build safety 
systems that lend themselves to dependability being 
demonstrated (either inherently “dependable” or 
“testable” etc), then we may have an effective way to 
achieve greater nuclear safety. 



Where are we with this? 

• Currently, safety/reliability through use of standards and 
quantitative methods (testing, formal proof…). 
 

• Look for excellence of production process plus measure the 
quality of the product. Works well but time- and cost-intensive.  
 

• Getting support from manufacturers can be difficult. 
 

• Difficulty when using commercial-off-the-shelf products. 
 

• Projects involve people from many sites/companies/countries. 
Need to manage projects so they are streamlined and effective.  
 

• Need effective ways of engaging with manufacturers early on. 
 

• Need network of professionals exchanging experience, across 
safety industries. 

• Need new ways for assessing and designing safety systems. 



Conclusion 

• Protection systems are essential to reduce risk. 
Built on state of the art technology (contain software). 

• Their assessment can be cost and time intensive. 

• Need new insights/research:  

– designs that lend themselves to reliability. 
E.g. Fault tolerance, fault avoidance, “perfect” systems,  
systems that give up their faults easily (testability), etc 

– feasible and effective assessment methods. 
E.g.: use of evidence from field use, pulling together diverse 
strands of evidence more easily, use of novel quantitative 
techniques, reuse of evidence for parts of system, etc 

 



 

 

 

Thank You! 

 

Any questions? 


